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Foreword

Russian disinformation has remained one of the primary tools of
hybrid warfare against Ukraine for decades. It has evolved from isolated
acts of manipulation to large-scale campaigns across media and social
networks capable of influencing public opinion, political processes, and
national security.

Since the early years of independence, Ukraine has been forced to
confront this threat, facing various challenges - political crises, territorial
occupation, and full-scale war. In responding to each new situation, it
gradually developed best practices for countering Russian propaganda.
These practices have allowed it to recognize narratives, assess theirimpact,
and identify effective response strategies. However, despite many years
of experience, these achievements have long remained fragmented and
are scattered across numerous reports, studies, projects, and initiatives,
making them difficult to study systematically or use as a methodological
foundation.

This is precisely why we created the analytical guide “The White Book:
Navigating the Russian Propaganda Minefield”. Its purpose is to system-
atize Ukraine’s experience and present it in a comprehensive, clear, and
structured overview. Through key case studies, the guide demonstrates
how the Russian disinformation machine operates, how its methods
have evolved, and which Ukrainian approaches have proven effective
at different stages of confrontation, providing readers with practical
guidance for strengthening information resilience.

Summarizing this experience is important not only for understanding
the path Ukraine has taken. Ukraine has become the country with the
longest and deepest experience in countering Russian information
aggression — experience that can now serve as a valuable resource for
other states seeking to strengthen their information defenses.
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The preparation of this analytical guide was made possible through
the financial support of the European Union. We express our sincere
gratitude for the assistance in implementing the project and in promoting
Ukrainian experience in countering disinformation at both the national
and international levels.

Media Center Ukraine
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Introduction

Freedom begins with clarity — the ability to see the world as it truly is.
Ukraine is free.

Russia’s attempts to subjugate Ukrainian society have failed - neither
through military might nor through the insidious reach of disinformation.
Ukraine has defended not only its independence but its collective con-
sciousness. It has refused to be frightened, divided, or stripped of its will.

Through struggle, we have grown wiser. We have dissected Russian
disinformation, dismantling its machinery piece by piece. Knowledge has
stripped it of its potency —and now we are ready to share that knowledge
with a world facing the same corrosive threat.

This guide is part of Ukraine’s response to Russia’s information assault —
an essential component of its hybrid warfare, which later erupted into
full-scale invasion. Yet this aggression began long before tanks crossed
our borders.

The White Book of Russian Disinformation stands as evidence that
Ukraine is not a passive pawn in someone else’s game. We are — and will
remain — a subject, a force. It signals that we have reduced the Kremlin’s
propaganda arsenal to its smallest cog. We understand its architecture,
its mechanics, its intent.

This text is crafted for policymakers, journalists, analysts, and citizens
determined to expose the anatomy of Russian disinformation: who engi-
neers its narratives, which channels transmit them, which agents amplify
them, and which audiences - within Ukraine and beyond - are most
susceptible to their reach. It offers practical tools to identify and counter
disinformation, illustrated with real-world cases.

Ukraine’s experience is singular. Yet it carries a universal lesson for all
nations committed to defending freedom and democracy - the values
we share, the values Russia seeks to annihilate.
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. Russian Disinformation:
A Brief History

The 1990s: The Birth of the “Russian Crimea”
Narrative

When the Soviet Union disintegrated, Russia was left grappling with
the phantom pains of a vanished empire.

It's longing for lost dominion soon fixed on Crimea. Initially, the
contest appeared pragmatic — a dispute over dividing the Black Sea
Fleet on favorable terms. But ambitions quickly deepened. Russia began
spinning invisible threads of influence, tightening its hold through
politics and propaganda. Even then, the machinery of disinformation
was humming, crafting myths that endure to this day: that Ukrainian
statehood is artificial, its language contrived, its sovereignty an illusion.

U36uparenbvhbifi 6a0x ,,POCCUA“

UEJb — BOCCOEAUHEHHE C POCCHEN

Kangugar 8 Mpoanpentu Kpoma MEWKOB IOPUA
AAEKCAHQPOBMY, Hapopswi gonyrar Kpmima, n esnconatean
PNK/PAK, opuct, 1945 r. poxgenns.

OH IOTOB HEMEJJIEHHO:

— o6 Kpuim A nyrem
pecdepenayma; |

— chopmHp Kpbima, soc-
cranosuTs caaam ¢ Poccuodi; BoiiTH B py6AeBOe NPOCTRANCTBO
M ouBecTH KpbiM U3 IXOHOMHMHECKOTO KPH3WCA;

- ¢ Poceuen cratyc YO 8 unre-
Pecax auuHOro cocrana aota xak rpamain Poccnm u Kpsima;

— 3UUTUTL KPHMUIH OT KPIRHOTO HOIUMONIAMIMA, NPECTYN-
HOCTH, HWUETS M XOAORA.

16 snsaps IOPUSI MELLKOBA —
8 Mpeanaentor Kpbimal

Campaign leaflet by Yuriy Meshkov / source - chesno.org

This provoked a sharp counter-reaction from Ukrainian nationalist move-
ments — some partially militarized - such as the Ukrainian National Assembly
and its paramilitary wing, Ukrainian People’s Self-Defense (UNA-UNSO).
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In the early 1990s, these groups operated not only within Ukraine but
also across other former Soviet republics, asserting their independence.
Against the backdrop of a genuine threat to Ukraine’s territorial integ-
rity, nationalists staged bold demonstrations — images that Kremlin-
controlled propagandists in Crimea skillfully weaponized to reinforce
their narrative.

Falsehoods born in the early 1990s were repeated so relentlessly,
so vividly, that they became embedded in the information space — and
resurfaced in 2014 during the seizure of Crimea. One enduring myth: the
so-called “Friendship Trains,” allegedly packed with Ukrainian extremists
bound for Crimea to terrorize pro-Russian locals. According to Kremlin
propaganda, these “nationalists” intended to impose the Ukrainian lan-
guage, eradicate Russian, and ban Russian culture and education [1].

In reality, no such repressions occurred — neither in the early 1990s
nor later. This campaign aimed to sow fear and hostility toward Ukraine.
Yet history tells a different story: in the 1991 referendum, the majority of
Crimean residents voted for Ukrainian independence.

Still, propagandists wielded powerful tools to reshape perception.
Russia maintained significant influence over Crimea’s information space.
After Ukraine declared independence, Russian media continued to circu-
late freely - sold, printed, and broadcast nationwide. In Crimea, they were
reinforced by local pro-Russian outlets, repeating the mantra that Crimea
was never Ukrainian, that it had always been — and must remain - Russian.
Caricatures ridiculing Ukrainian culture, along with alarming stories of
nationalist extremism, took hold in a media environment deeply imprinted
by Soviet-era myths [2]. Russian politicians visiting Crimea added fuel to
the fire, creating convenient propaganda triggers.

All this culminated in what became known as the Crimean Crisis — or
the “Cold War for Crimea” - a series of tensions and confrontations on the
peninsula between 1992 and 1994.

The crisis peaked under newly elected Crimean President Yuriy
Meshkov (a position that existed at the time). Meshkov invited Russian
citizens into the Crimean government, introduced Moscow time on the
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peninsula, passed a string of pro-Russian decrees, and even planned a
referendum on Crimean independence as a prelude to joining Russia.
To halt these separatist moves, the Ukrainian government deployed
internal troops to Crimea. Meshkov was whisked away to Moscow, and
the peninsula appeared to return under Kyiv's administrative control.

In the mid-1990s, Russia, the state had not yet monopolized the
information space, and political competition still existed. Politicians
exploited the idea of restoring Russian influence over the post-Soviet
sphere to win votes. In this game, the “return of Crimea” was a trump
card. So, while Russia officially had no territorial claims against Ukraine,
certain figures - like Moscow’s mayor Yuriy Luzhkov — made provoc-
ative statements during visits to Crimea and Sevastopol. Meanwhile,
propaganda kept priming Crimea’s information environment for the
next attempt at annexation.

Pillars and Foundations of Russian
Disinformation About Ukraine

The cornerstone of Russia’s information strategy toward Ukraine was laid
in 1996 with the establishment of the Institute of CIS Countries (CIS — the
so-called Commonwealth of Independent States). Though presented as
an independent think tank, the institute operated under the patronage
of the Russian presidential administration. Its mission was clear: to shape
narratives that would undermine Ukraine’s sovereignty. At the helm stood
Konstantin Zatulin, whose media appearances became a conduit for the
Kremlin's propaganda. Among the most prominent narratives were:

The Idea of Federalization. Unlike federal systems in countries such
as the United States or several European states — where federalism evolved
organically - Ukraine’s governance structure is historically unitary. Russia
sought to impose an artificial federal model, a Trojan horse designed to
fracture the country and create openings for annexing its eastern and
southern regions [3].
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The Idea of Dual Citizenship. While dual citizenship is common in
many democracies, Russia’s advocacy for it was far from benign. It served
as an instrument of expansion, cloaked in the rhetoric of “protecting”
Ukrainians who would acquire Russian passports — effectively binding
them to Moscow’s sphere of influence [4].

The Defense of Russian-Speaking Rights. The narrative of “oppres-
sion of Russian speakers”remains one of the oldest and most persistent
myths in Russia’s arsenal. After independence, Russia continued to
dominate many spheres of life in Ukraine for decades. Like other nations
emerging from centuries of subjugation, Ukrainians faced the challenge
of reviving their language. Nearly 80% of citizens identified Ukrainian as
their native tongue, yet the process of re-Ukrainization was gradual and
gentle - so much so that the term “soft Ukrainization” emerged. Russia,
through figures like Zatulin, deliberately inflamed the language issue,
seeking to provoke internal discord, fracture society, and mobilize its
own supporters [5].

The Myth of Historical Unity Between Ukraine, Belarus, and Russia.
In Russia, history has long been weaponized - written as an ideological
framework rather than a record of facts. Myths divorced from reality
became tools of justification for present-day aggression. This narrative
resonated deeply within Russian society, making its repetition and am-
plification a cornerstone of future revanchist ambitions.

Eventually, the Institute of CIS Countries opened a branch in Kyiv,
enabling Russian disinformation to infiltrate Ukrainian media more
directly. Other propaganda hubs and influence networks operated in
a similar fashion.

From the earliest days after the Soviet Union'’s collapse, Russia launched
an ideological information war against Ukraine. The political climate
of the late 1990s and early 2000s provided fertile ground for a new
Russian president — Vladimir Putin - to attempt a full-scale reformatting
of Ukraine from within.
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The Role of Russian Political Technologists
in Promoting Kremlin Narratives

Ukraine’s media landscape - especially television, dominated by
financial-industrial groups — was deeply oriented toward Russia. Ukrainian
channels routinely broadcast Russian-produced content or co-produced
shows“for two markets,"invited Russian celebrity hosts and media managers,
and embraced Russian entertainment as a staple of their programming.

This penetration of Russia’s “soft power” was reinforced by political
dialogue with Moscow, President Leonid Kuchma’s multi-vector policy,
and the appointment of key officials who were either direct agents of
influence or carried the ingrained “younger brother” complex toward
Russia. Nothing illustrates this better than Viktor Medvedchuk’s tenure
as head of Ukraine’s presidential administration — a man widely regarded
as Putin’s personal protégé [6].

Another trend soon emerged: a peculiar “fashion” among Ukrainian
politicians for hiring Russian political consultants to run election cam-
paigns. By the early 2000s, such strategists were embedded in the
headquarters of most major political forces. In 2004, as Prime Minister
Viktor Yanukovych faced pro-Western candidate Viktor Yushchenko in a
pivotal presidential race, the Kremlin dispatched an entire team of political
technologists to Ukraine [7]. Their mission was clear: secure Yanukovych's
victory and inject Russian narratives, worldview, and a Kremlin-friendly
vision of Ukraine’s future into the campaign.

One name stands out - Timofey Sergeytsev, a member of that Kremlin
team, who in 2022 authored a chilling article calling for the genocide of
Ukrainians, published on Russia’s state-run RIA Novosti before being quietly
removed. Sergeytsev, along with Dmitry Kulikov and Iskander Valitov, is
credited with creating a notorious fake campaign poster for Yushchenko,
depicting Ukrainians divided into “three sorts.” According to this fabricated
map, widely circulated during the election, the “first sort” were residents
of western Ukraine (where Yushchenko'’s support was strongest), the
“second sort”lived in central regions, and the “third sort” were Ukrainians
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from the south and east -
Yanukovych'’s stronghold [9].

This crude but effective
disinformation shocked voters
in Lviv and Kyiv, yet deeply in-
fluenced those in the east and
south, especially in Donbas.
Local media loyal to oligarchs
bac k| ng Ya nu kovych am p I i_ «Three Sorts of Ukrainians» - a fake created by Russian political strategists / chesno.org
fied the hysteria.

The Russian consultants, by launching this primitive smear campaign,
were not serving Yanukovych - they were serving Russia and Putin, who
had already begun implementing a plan to fracture Ukraine.

Yanukovych’s campaign - run by Kremlin strategists like Gleb Pavlovsky
and Marat Gelman - was built on dividing Ukraine, stoking linguistic,

cultural, and historical tensions, and spreading fear of “Ukrainian na-
tionalism” and “fascism.” One infamous episode occurred on October
31, 2003, during Yushchenko’s visit to Donetsk. He was greeted not
only by mobs of drunken youths organized by local authorities but also
by a massive propaganda blitz portraying him as a Nazi sympathizer.
Billboards and posters paired Yushchenko’s image with Hitler’s, adorned
with swastikas and slogans about “racial purity” [10].

The scandal reverberated across the campaign - but it was just one link
in a long chain of Russian information operations that continues to this
day. Kremlin propagandists and
officials still chant the mantra
of “Nazism in Ukraine” — then
to discredit an inconvenient
opposition leader, now to justify
full-scale war.

Similar propaganda play-
" oo ol books were deployed during
EillhuardsinDunetskduvingViktuqushchenku'svisit/istpravda‘cu“m‘ua . the 2004 Orange Revolution,
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portraying it not only as a “Nazi orgy” but as a Western-funded plot,
allegedly staffed by paid radicals.

The revolution triumphed, and Russia’s attempt to split Ukraine
failed — though the “congress” of pro-Russian and pro-government
deputies from southern and eastern regions during those days revealed
how far the Kremlin was willing to go.

The Orange Revolution marked Ukraine’s decisive break with its
post-Soviet past. Though political turbulence lay ahead - including
Yanukovych'’s return as prime minister and later president — those days
on Maidan affirmed Ukraine’s European choice with clarity and resolve.

Putin’s Revenge for Maidan: The Launch of
a Systemic Information War

Russia never relinquished its ambitions toward Ukraine. After the
Orange Revolution, the Kremlin unleashed a wave of disinformation
attacks — personally inspired and often articulated by Vladimir Putin
himself. Once he consolidated power, subdued the oligarchs, and crushed
independent media, information operations against Ukraine became
systematic and relentless. Their scope widened, targeting not only
Ukrainian citizens but also foreign audiences and Western policymakers.

The fingerprints of Russia’s Federal Security Service - the institution
that molded Putin and his inner circle — were evident in these campaigns
and remain visible today. One striking example: the accusation that
Ukraine was “stealing” Russian gas transiting through its pipelines to
Europe.

In July 2005, Putin sneered: “We plan to expand cooperation with
Ukraine - if they stop swiping our gas” [11]. The word “swiping” was no
accident. It carried the flavor of criminal slang — a deliberate attempt
to humiliate Ukraine, to belittle and discredit it, especially in the eyes
of the international community. This remark echoed a chorus of similar
accusations from Gazprom officials. The manufactured “gas war” between
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Russia and Ukraine ultimately hurt European consumers, reinforcing
the narrative that Ukraine was unreliable, unfit for partnership, and
undeserving of integration into the European family.

Another brazen falsehood Putin promoted internationally con-
cerned Ukraine’s ethnic composition. At a NATO summit in 2008,
he claimed: “Out of forty-five million people, only seventeen million
are Russians. There are regions inhabited exclusively by Russians — take
Crimea, for example. There are ninety percent Russians. Ukraine is a very
complicated state” [12].

This was a lie and a calculated manipulation. According to the 2001
census, about 78 % of Ukraine’s population were ethnic Ukrainians, while
Russians accounted for roughly 17 %.

By distorting reality, Putin sought to persuade global leaders that
Ukraine“naturally”belonged to Russia’s sphere of influence - that it was,
in essence, Russia, and its borders were artificial. Therefore, it should never
join NATO or the EU. This narrative became a cornerstone of Kremlin
rhetoric for years, until new challenges emerged in Ukrainian-Russian
relations.

After Russia’s aggression against Georgia in 2008 went largely un-
punished, the countdown began toward its next move - the use of force
against Ukraine.

The Information Front of Russia’s Hybrid War
Against Ukraine

When Russia launched its hybrid war in 2014, disinformation became
one of its most potent weapons. Carefully crafted narratives served as both
shield and sword - justifying the seizure of Crimea and igniting armed
conflict in Donbas, where Moscow first deployed so-called “volunteers”
and later regular troops.

“Coup d’état” and “Nazi junta”: Demonizing the Revolution of

Dignity. Russian propaganda branded the Revolution of Dignity as
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a “Nazi coup” that installed a “self-proclaimed” government. The term
junta — borrowed from Spanish and steeped in Soviet-era pejorative
undertones — was meant to delegitimize Ukraine’s new authorities.
Meanwhile, Viktor Yanukovych - whom Russia itself spirited out of the
country — was portrayed as the “legitimate” leader. To reinforce this
narrative, Kremlin media invoked tales of “armed radicals” from Right
Sector and claimed the uprising was financed by the United States.

“Friendship trains” and the threat to Russian speakers: Manu-
facturing fear. Maidan was framed as a mortal danger to Russian-speaking
citizens, especially in Donbas and Crimea. To amplify fear and incite
resistance, Russian propaganda resurrected a 1990s fabrication - the
“Friendship Trains” allegedly carrying Ukrainian nationalists to Crimea to
massacre Russians. Needless to say, this was pure fiction.

“NATO in Crimea”: The myth of an external threat. Kremlin outlets
claimed that Ukraine’s new government intended to hand over military
bases in Crimea - including the historically symbolic Sevastopol - to
NATO. For a population partly indoctrinated by propaganda or eco-
nomically tied to Russia’s military presence, this narrative proved highly
effective [13].

“Crimean Self-Defense”: The legend of popular resistance. Russia
presented Crimea’s “declaration of independence” and subsequent
“reunion with Russia” as an initiative of the Crimeans. The image of a
“people’s uprising” against Kyiv was carefully staged, while key actions
were orchestrated by Russian intelligence. The so-called “Crimean Self-
Defense” consisted largely of Russian troops and local collaborators.

Denying Russian involvement. Armed men in unmarked uniforms
who appeared around government buildings and military sites in Feb-
ruary 2014 were branded in propaganda as “polite people” or “little
green men” - but never Russian soldiers. Moscow denied their identity,
insisting they were part of “self-defense.” Later, Putin admitted that
Crimea was seized by Russian forces — and even revealed that Russia’s
nuclear arsenal had been placed on high alert during the operation [14].
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Armed men without identification marks, Crimea, March 10, 2014 / BBC News Ukraine

“The Referendum on Returning Home”: Legitimizing annexation.
The“referendum” staged by the occupiers violated Ukrainian law, lacked
international oversight, and was conducted under the shadow of Russian

"o
’

guns. Yet propaganda framed this farce as an“act of popular will,"a“return

home," a“journey back to the mother harbor” - to Russia.

The War in Donbas: Old Narratives Recycled,
New Ones Born

In the spring of 2014, Russia ignited an armed conflict in Ukraine’s
Donetsk and Luhansk regions. Propaganda was not a supporting act - it
was the stage on which the Kremlin's plans unfolded. Here are the key
narratives deployed during this period:

“Nazi coup” and the threat to Russian speakers: A fabricated
pretext for violence. Unlike Crimea, Donetsk and Luhansk had no Russian
military bases. So, beyond mobilizing a handful of marginal pro-Russian
forces, Moscow imported protesters — many of them semi-criminal youths
from Russia. These groups stormed government buildings, attacked pro-
Ukrainian demonstrators, and used weapons. On March 13 in Donetsk,
activist Dmytro Cherniavskyi was stabbed to death. Propaganda framed

24 | The White Book: Navigating the Russian Propaganda Minefield



these actions as a “popular uprising” against “Nazis” who had seized
power in Kyiv [15].

“Civil War”: Girkin’s Saboteurs Disguised as ‘Insurgents’. In April
2014, a group of Russian operatives led by Igor Girkin (Strelkov) captu-
red Sloviansk and Kramatorsk. For weeks, their identities remained
hidden. Kremlin media portrayed this as the start of an armed rebellion
by locals - a “civil war” A marginal collaborator was declared “people’s
mayor” of Sloviansk, and the story spread like wildfire.

From then until 2022, Russia pushed the narrative of an “internal
conflict”in which it allegedly played no role — though in reality, this was
a textbook hybrid operation, planned and directed from Moscow [16].

“People’s republics”: Legitimizing the myth of internal strife.
The hybrid war machine accelerated. Soon came the proclamation of
proxy entities — the “Donetsk People’s Republic”and “Luhansk People’s
Republic”They were led by Russians; their fighters were largely Russian
“volunteers.” Moscow supplied weapons and resources, while propagan-
da painted them as grassroots resistance. Some locals, under constant
influence, joined the militants or aided the occupiers.

For eight years, the Kremlin's goal was to force Ukraine into direct
talks with these entities, integrate them into Ukraine’s political system,
and ultimately reshape the state to Russia’s liking.

Later, Putin would utter his infamous line about “miners and tractor
drivers” fighting the Ukrainian army — and claim weapons could be
bought “at any military store.” Yet Russia’s direct involvement, including
regular troops in battles like llovaisk and Debaltseve, is well docu-
mented [17, 18].

“Ukraine shells Russia”: Creating the image of an aggressor.
Kremlin media repeatedly accused Ukraine of shelling Russian territory -
claims used to justify “retaliatory strikes”and cast Ukraine as a threat to
“peaceful”Russia. In reality, Russian forces fired from their own territory
to aid militants and staged provocations to produce the desired media
narrative [19].
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1/1. bexenxa ua Cnaes CNOMMHAET, KAK NDK HEH KAHUNN MANEHLXOTO CHIMA W XEeHY ONONYeHLA

«Arefugee from Sloviansk recalls how her son and wife of a militiaman were executed in front of her» / Channel One

“Crucified boy” and mass graves: Shock fakes to demonize Ukraine’s
army. In July 2014, Russian TV aired a grotesque story claiming Ukrainian
soldiers crucified a young boy in Sloviansk’s central square. No evidence
existed; “eyewitnesses” were fabricated. Similar fakes about “mass exe-
cutions” of civilians circulated widely — designed to inflame hatred and
justify aggression [15].

Fake shelling of Donetsk: Fueling hatred toward Ukraine. Militants
often shelled residential areas themselves, blaming Ukraine for “war
crimes.” These staged attacks created powerful propaganda images,
deepening hostility toward Kyiv. Alternative narratives were silenced;
truth was buried under lies [20].

Malaysia Airlines Tragedy: Maneuvering to Avoid Responsibility
and Deflect Blame to Ukraine. Within hours of the downing of Malaysia
Airlines Flight MH17 on July 17, 2014, Russia launched a disinformation
blitz - peddling contradictory theories, from claims of Ukrainian air-
defense fire to phantom fighter jets. The goal: sow confusion and deflect
blame. International investigators proved the plane was destroyed by a
Russian Buk missile system brought from Russia. Yet Moscow continued to
deny involvement, fabricating “expert reports”and false testimonies [15].

The Odessa tragedy: Twisting facts to stoke hatred. Russian media
portrayed the May 2, 2014, events in Odesa as a“massacre” of pro-Russian
activists “burned alive”in the Trade Unions House. Propaganda ignored that
clashes began after armed separatists attacked a peaceful pro-Ukrainian
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march. The fire resulted from Molotov cocktails thrown by both sides; most
victims died from smoke inhalation, not deliberate killing. This distorted
narrative became a cornerstone myth for mobilizing militant support [21].

Fabricated War Victims: Deploying Invented Characters for Pro-
paganda. Russian media repeatedly used the same individuals as “victims”
in different stories. One example: Maria Tsypko appeared in multiple re-
ports —sometimes as a grieving mother, sometimes as a displaced civilian,
sometimes as a militant’s wife. Such staged roles were a standard tactic to
manipulate emotions and sustain outrage [22].

Full-Scale War: Disinformation as a Weapon
to Erase Ukrainian Statehood

From 2014 to 2021, Russian propaganda recycled familiar narratives,
adjusting their intensity to the political climate as the Kremlin pressed
Ukraine to legitimize its proxy “republics.”

By 2021, anti-Ukrainian hysteria on Russian television reached a fever
pitch. Talk shows devoted most of their airtime to Ukraine — priming
Russian society for war.

That same year, Russia massed troops along Ukraine’s border under
the guise of “exercises.” And then came Putin’s programmatic essay, “On
the Historical Unity of Russians and Ukrainians,” laying the ideological
foundation for aggression.

Published on July 12,2021, in Russian and Ukrainian, the article claimed
Ukrainians and Russians were “one people,” that Ukraine was an artificial
state created by Lenin through the “theft” of Russian lands. It branded
Ukrainian nationalism as a foreign import and Ukrainian nationalists as
fascists. Since 2014, Putin argued, Ukraine had become “Anti-Russia,’ defied
the Minsk agreements, and “proved” it did not need Donbas. Russian
soldiers were reportedly required to read this text before the invasion [23].

On the eve of war and in its opening days, Russia deployed a barrage
of disinformation narratives:
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Ukraine plans to attack Donbas: Manufacturing a casus belli.
In January-February 2022, Russian media and officials claimed Ukraine
intended to commit “genocide” against residents of occupied Donbas.
They staged videos of alleged Ukrainian sabotage groups, orchestrated
self-shelling, and blamed Ukraine for attacks — all pure fabrications [24].
In reality, Ukraine had no plans to retake Donbas and even restricted its
forces from responding to Russian provocations along the front.
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«Ukraine is preparing sabotage in Donbas» - January 2022 / screenshot from Russian media <RIA Novosti»

Mass evacuation of Donbas Residents: Creating the illusion of a
humanitarian disaster. In mid-February, occupation leaders announced
the “evacuation” of civilians to Russia, alleging an imminent Ukrainian
assault. It was theater — designed to paint Ukraine as the aggressor.

“Russia will not attack”: Denying reality for foreign audiences.
Despite clear signs of war preparations, Moscow insisted it had no
intention to invade, accusing the West of “hysteria.”

The need for “denazification”: A cover for erasing Ukrainian
identity. On the eve of invasion, Putin repeated themes from his essay
and introduced new terms —“demilitarization” and “denazification.” These
became the declared goals of the “special military operation”announced
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on February 24, 2022. Behind these words lay the intent to destroy Ukraine
as a state and Ukrainians as a nation. Years of propaganda portraying
Ukraine as a “Nazi regime” primed Russian audiences to believe Putin
was “helping” a neighbor cure its political disease.

Blitzkrieg and Kyiv’s capitulation: Inflating success to demoralize.
In the first days of war, Russian disinformation targeted not only politics
but the battlefield — exaggerating Russian gains to break Ukrainian morale.
Propaganda insisted Russian troops faced not Ukraine’s army but “Nazi
battalions,” creating the illusion that regular forces had collapsed.

Biolabs in Ukraine: Fakes about biological threats. Kremlin media
spread lies about "“American biolabs” in Ukraine, allegedly developing
biological weapons - including claims that COVID-19 originated there
and that pathogens were engineered to target ethnic Russians.

Ukraine bombs its own cities: Twisting facts to mask aggression
and discredit the Ukrainian Army. Ukraine has suffered — and continues
to suffer — widespread destruction and civilian casualties as a result of
relentless air and missile attacks. Yet, in a cynical twist, Russian propaganda
insists that Ukraine is shelling itself, distorting reality to mask aggression
behind a veil of lies.

Ukraine planned a nuclear strike on Bryansk: The ultimate absurdity.
The Kremlin's disinformation machine managed to convince a large
segment of Russian society that Ukraine was preparing to attack Russia.
While there are no comprehensive sociological studies to quantify this
belief, numerous interviews - ranging from conversations with captured
Russian soldiers to street polls — offer telling clues. Among the most
brazen fabrications was the claim that Ukraine, which surrendered its
nuclear arsenal to Russia in the 1990s, was planning a nuclear strike on
Bryansk [25]. Absurd as it sounds, this narrative took root. Over time,
Russians stopped viewing Ukrainians as a “brotherly people” and began
perceiving them as an existential threat — one that must be eradicated
through the so-called “special military operation.”

I. Russian Disinformation: A Brief History | 29



References

10.

11.

12.

13.

14.

15.

16.

30

“UNSO in Crimea, 1992. Pages of History,” UNA-UNSO Facebook page, 18.05.2015. URL:
https://www.facebook.com/una.unso.vin/posts/c1128108767215342

“Russia’s Propaganda Campaign in Preparing for the Annexation of Crimea,” Bulletin of
the Institute of History of Ukraine, 04.10.2017. URL: https://vim.gov.ua/pages/_journal _
files/04.10.2017/pdf/VIM_17_2017-67-80.pdf

“East and West of Ukraine Will Be United by the Idea of Federalization - Zatulin,” Zaxid.
net. URL: https://zaxid.net/shid_i_zahid_ukrayini_obyednaye_ideya_federalizmu__
zatulin_n1123560

“Russia Should Start Negotiations with Ukraine on Dual Citizenship — Zatulin,” BBC News
Ukraine, 08.05.2013. URL: https://www.bbc.com/ukrainian/news_in_brief/2013/
05/130521_ek_zatulin_citizenship

“If the Law on Language Policy Is Not Adopted, Ukraine Faces Division - Institute of CIS
Countries,” RBC-Ukraine, 06.06.2012. URL: https://www.rbc.ua/rus/news/v-sluchae-
neprinyatiya-zakona-ob-osnovah-yazykovoy-politiki-06062012123500

“Kuchma Doctrine,” Wikipedia. URL: https://uk.wikipedia.org/wiki/[lokTprHa_Kyumn

“Kremlin Political Technologists in Ukraine: How Russia Destroyed Ukrainian Politics,”
YouTube channel Serhiy Rudenko. URL: https://youtu.be/mdGpRM-Ashg

“What Russia Should Do with Ukraine,” Wikipedia, 03.04.2022. URL: https://ru.wikipedia.
org/wiki/YTo_Poccua_nonxHa_caenatb_c_YKpanHon

Kibkalo O. “How Russian Political Technologists Studied Ukraine for Years Under Different
Politicians,” 24 Channel, 01.12.2023. URL: https://24tv.ua/yak-rosiyski-polittehnologi-
rokami-vivchali-ukrayinu-zseredini_n2443487

“Yushchenko's Hall in Donetsk Seized by Unknown Persons, Posters with Fascists Spread
Across the City,” Ukrainska Pravda, 31.10.2003. URL: https://www.pravda.com.ua/
news/2003/10/31/2996226/

“Putin Sets Ultimatum for Ukraine Not to ‘Swipe’ Gas,” Ukrainska Pravda (Rus.), 08.06.2005.
URL: https://www.pravda.com.ua/rus/news/2005/07/8/4389987/

“Putin Counted 17 Million Russians in Ukraine,” Obozrevatel, 31.08.2010. URL: https://
www.obozrevatel.com/news/2010/8/31/387816.htm

“Russia Spread NATO Fakes in Occupied Crimea for Years,” ArmyInform, 03.08.2022. URL:
https://armyinform.com.ua/2022/08/03/rf-rokamy-poshyryuvala-fejky-pro-nato-v-
okupovanomu-krymu/

“Crimea. The Way Home,” Wikipedia. URL: https://ru.wikipedia.org/wiki/Kpbim._[1yTb_
Ha_Poauny

“Fakes Debunked by StopFake Projectin 2014-2017: Narratives and Sources,” Spravdi.gov.
ua, 28.05.2021. URL: https://spravdi.gov.ua/fejky-sprostovani-proektom-stopfake-v-
2014-2017-rokah-naratyvy-ta-dzherela/

“How Russia Spent 10 Years Creating Fakes About the War in Ukraine,” Variant, 22.02.2024.
URL: https://v-variant.com.ua/article/feyky-pro-viynu/

The White Book: Navigating the Russian Propaganda Minefield



17.

18.

19.

20.

21.

22.

23.

24.

25.

“Putin Called His Soldiers in Donbas ‘Miners’ and ‘Tractor Drivers,” TSN, 17.02.2015. URL:
https://tsn.ua/politika/putin-nazvav-svoyih-viyskovih-na-donbasi-shahtaryami-i-
traktoristami-410005.html

“7 Proofs of Russian Military Presence in Donbas,”Radio Svoboda, 26.10.2018. URL: https://
www.radiosvoboda.org/a/29565423.html

“Russia Accused National Guard and Right Sector of Shelling Its Territories,” BBC Ukraine,
14.07.2014. URL: https://www.bbc.com/ukrainian/ukraine_in_russian/2014/07/140714_
ru_s_russian_troops

“Shelling of Civilians in Eastern Ukraine as Putin’s Key Fake,” Ukrinform, 19.12.2022. URL:
https://www.ukrinform.ua/rubric-ato/3637147-obstrili-mirnih-meskanciv-shodu-
ukraini-ak-carfejk-putina.html

“May 2 in Odesa: How the Kremlin Fueled War in Ukraine,” Ukrinform, 01.05.2023. URL:
https://www.ukrinform.ua/rubric-regions/3703137-2-travna-v-odesi-ak-kreml-
rozpaluvav-vijnu-v-ukraini.html

“Touring Actress’ Tsypko Posed as Donetsk Lawyer and Spoke of ‘Family Execution’ in
Kramatorsk,” StopFake, 06.08.2014. URL: https://www.stopfake.org/ru/gastrolersha-
tsipko-nazvalas-donetskim-yuristom-i-rasskazala-o-rasstrele-semi-v-kramatorske/
“On the Historical Unity of Russians and Ukrainians,”Wikipedia, 12.07.2021. URL: https://
ru.wikipedia.org/wiki/O6_uncTtopnyeckom_eanHCTBE_PYCCKUX_M_YyKpanHLeB
“Russia’s Special Operation in Donbas. What Is ‘Mongoose Throw'?” Glavcom, 19.02.2022.
URL: https://glavcom.ua/news/specoperaciya-rosiji-na-donbasi-shcho-take-brosok-
mangusta-823299.html

“Ukraine Planned a Nuclear Strike on Bryansk.” Russian Media Launched a New Fake,

Glavcom, 26.05.2022. URL: https://glavcom.ua/world/observe/ukrajina-planuvala-
yaderniy-udar-po-bryansku-rosiyski-zmi-zapustili-noviy-feyk-848545.html

”

I. Russian Disinformation: A Brief History | 31



Il. How Russian Disinformation
Operates: Who Shapes Its
Meaning, Where, and How

How the Kremlin’s Strategic Goals Shape
Disinformation Narratives

How is Russian disinformation born? Who crafts its meaning? Is there
a central “brain” orchestrating these narratives? And who is the dark master-
mind — Russia’s own equivalent of Goebbels in Hitler's Germany — who
could be called the “father” of modern propaganda?

Naturally, you won't find a plaque that reads “Ministry of Lies” in
Moscow. The architects of propaganda rarely step into the spotlight or
speak openly about their craft. Yet, by tracing the fragments — examining
patterns, connecting dots — we can assemble a strikingly clear portrait of
how this machinery operates.

Russian disinformation is not a passing tactic — it’s a calculated, en-
during strategy aimed at reshaping reality itself. Its roots lie in Putin’s
overarching ambition: to avenge the Soviet Union’s Cold War defeat and
reclaim Moscow’s lost sphere of influence. When it comes to Ukraine,
the goal is even more ruthless - to erase the very concept of Ukrainian
identity. This pathological obsession has only intensified with Russia’s
repeated failures on the battlefield and the existential challenge posed
by a free, democratic Ukraine to Putin’s imperial vision [26].

Each major storyline — the Kremlin’s strategic framing — advances its
ultimate goals. Consider the slogans: “The West seeks to destroy Russia,”
“Ukrainians and Russians are one people,” or “Ukraine is a failed state.”
These aren’t random phrases; they are pillars of a carefully constructed
worldview.
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One vivid example from this
factory of falsehoods is the myth of
Novorossiya — a grandiose project that
collapsed, yet lingers like an ember,
ready to be rekindled.

Symbols of Novarossiya- / source-wikipeia.org The notion first blazed into public
view on April 17, 2014, when Vladimir Putin, during his marathon call-in

show, casually invoked the language of empire: “Let me remind you, in
the terminology of the Tsarist era, this is Novorossiya. Kharkiv, Luhansk,
Donetsk, Kherson, Mykolaiv, Odesa — none of these belonged to Ukraine in
Tsarist times. These lands were handed to Ukraine in the 1920s by the Soviet
government. Why they did that — only God knows” [27].

Putin lied. The statement was not a historical reflection but a de-
liberate distortion - a seed planted to justify aggression and redraw
borders under the guise of nostalgia. The historical entity known as
Novorossiya - a fleeting imperial province of the 18th century - bore
little resemblance to the borders invoked today. Its territory stretched
across the newly subjugated southern steppes of what is now Ukraine,
yet excluded Kharkiv and the Donbas. Nor was it some barren frontier
“discovered” by Russia; these territories had long been inhabited by
diverse communities, most notably Crimean Tatars and Ukrainians [28].

By draping modern territorial ambitions in the guise of historical
myth, Putin ignited the engines of disinformation. Even as this narrative
took shape, Igor Girkin-Strelkov’s forces had already seized Sloviansk
and Kramatorsk. On April 7, the so-called Donetsk People’s Republic
emerged; by April 27, its counterpart in Luhansk followed. Pro-Russian
demonstrations rippled through eastern and southern Ukraine, fueling
the vision of a “Confederation of Novorossiya” — a construct that, had
Moscow’s gambit in Donetsk and Luhansk succeeded, was intended to
swallow additional regions.

Efforts to establish “people’s republics” or orchestrate large-scale
pro-Russian rallies in Kherson, Mykolaiv, Zaporizhzhia, Dnipro, and Kharkiv
ended in failure. In Odesa, the violent clashes of May 2, 2014, between
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pro-Ukrainian and pro-Russian groups resulted in a decisive defeat for
the latter. From that point on, the push for an “Odesa People’s Republic”
steadily faded, sealing the fate of Moscow’s ambitions for the region.

By May, separatist leaders went so far as to sign a “treaty” proclaiming
the birth of the“State of Novorossiya.’ For a fleeting moment, it flaunted the
trappings of statehood - a “parliament,” a flag, even a coat of arms. Under
these symbols, Russian mercenaries waged war against Ukrainian forces [29].

In the realm of information warfare, “Novorossiya” was portrayed as
something tangible, endowed with its own historical legacy. Its so-called
“population” was described as having distinct interests — an imagined
community that, according to Russian propaganda, consisted of ethnic
Russians or, at the very least, was entirely Russian-speaking. Reality,
however, told a different story: census data from 2001 showed that in all
these regions, the overwhelming majority identified as Ukrainians, and
most named Ukrainian as their native language [30].

The drive to amplify the “Novorossiya” narrative engaged every tier
of Russia’s propaganda machine - from prime-time television to fringe
blogs, from warlords in occupied territories to self-styled “experts” and
“activists. Their mission was clear: distort facts, erase Ukraine’s historical
roots in these regions, and weave a fiction that the inhabitants of southern
and eastern Ukraine were Russians longing to secede, allegedly victims
of cultural and linguistic oppression.

Here are a few statements from that period:

«  “The academic establishment swiftly aligned with the political direc-
tive. By July, the leadership of the Institute of Russian History at the
Russian Academy of Sciences announced plans to craft a history of
Novorossiya — a project endorsed by State Duma Speaker Sergey
Naryshkin, who also chairs the Russian Historical Society” [31].

« ‘“Iftheidea gains support only in the Southeast, it will clearly become a
new federal entity — Novorossiya. Should it resonate across all of Ukraine,
it will evolve into a new federal republic,” stated former Ukrainian
presidential candidate Oleg Tsaryov. He added that ‘Novorossiya’ would
occupy the borders of the historical Novorossiysk Governorate” [32].
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« InRussia,a memorial plaque was unveiled to honor a so-called “hero
of Novorossiya.” Installed in the Altai region, it commemorated eight
natives who fought on the side of pro-Russian militants and were
killed in the ATO zone [33].

« The formation of the so-called Novorossiya Army — an alliance of
armed factions operating under the General Staff of the Armed Forces
of the Russian Federation and supported by the FSS - triggered violent
infighting among these groups. Reports from the military analysis
team “Information Resistance” noted instances where members of
certain terrorist units were arrested [34].

When Russian operatives failed to spark mass pro-“Novorossiya”
demonstrations across Ukraine’s south and east, they resorted to terror -
seeking to destabilize society and intimidate pro-Ukrainian citizens. On
February 22,2015, during a Kharkiv rally honoring the Heavenly Hundred -
the activists slain by Yanukovych’s regime during the Revolution of
Dignity — a bomb exploded, killing four people, including a teenager.

By the spring of 2015, the Novorossiya project had collapsed. Putin’s
ambitions lay in ruins. Moscow retained only fragments: parts of Donetsk
and Luhansk, along with Crimea. Gradually, the term “Novorossiya”
slipped from the Kremlin’s vocabulary.

Putin - The Chief Architect Behind
Disinformation Narratives

To understand how a narrative unfolds — and who stands behind
it — we need to revisit events from a decade ago.

In those earlier years, the machinery of governance in the occupied
territories — and the Kremlin'’s strategic approach to Ukraine — was largely
orchestrated by Vladislav Surkov, a trusted aide to the Russian president.
Over time, his grip loosened, and new figures began to dominate the
stage. As the full-scale invasion loomed, media narratives increasingly
spotlighted Yuri Kovalchuk, an oligarch and long-standing confidant of
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Putin, as a force of considerable influence. Alongside him stood other
pillars of the inner circle: Nikolai Patrushev, until recently the Security
Council’s secretary, and Sergey Kiriyenko, the first deputy chief of the
presidential administration — both architects of Kremlin policy in their
own right [35, 36].

Naturally, there was no shortage of secondary players weaving narra-
tives and directing the currents of disinformation. Russian sources even
hailed the ultra-conservative political analyst Sergey Kurginyan as the
“chief ideologist of Novorossiya.”Yet these figures were never true power
brokers — they served as executors, public mouthpieces, or advisors at
best [37]. The propaganda engine takes its cue from Putin. Every strategic
blueprint carries his final endorsement and, more often than not, is
unveiled by him personally, without the mediation of others.

These decisions reflect Putin’s inner world. Beyond his background
in the Committee for State Security (KGB) and Russian Federal Security
Service, his worldview was shaped by the writings of Ivan Ilyin, a theorist
of Russian fascism [38]. And let’s not forget Angela Merkel’s 2014 remark
to Barack Obama: Putin had “lost touch with reality” and was living “in
another world” [39].

When he casually invoked Novorossiya during a televised Q&A, the
word was brief, yet it triggered the vast machinery of the Russian state
and its propaganda engine.

Another telling example is the narrative that “Ukrainians and Russians
are one people,’repeated countless times by Putin. He didn’t invent it — it
dates back to the Russian Empire. This ideology breaks down into several
components, all leading to the same conclusion: one nation.

It includes claims about a“shared historical cradle - Kyivan Rus” (“Kyiv,
mother of Russian cities”), assertions that Ukrainian is merely a distorted
form of Russian, and the idea that Orthodoxy forever binds Ukrainians
and Russians.

At the grassroots level, these theses are reinforced through propaganda
operations designed to create the illusion that Ukrainians themselves
embrace the notion of a “single people” One striking example is the
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Victory Day commemorations that, until recently, took place in Ukraine
adorned with imperial-Soviet symbols — most notably the so-called St.
George ribbon [40]. This artificial emblem, invented by Russian authorities,
was meant to signal a shared past linked to the triumph over Nazism. In
reality, it imposes Russia’s interpretation of history, stripping Ukrainians
of their own knowledge and understanding of World War II.

When Russia’s army began to stumble during the full-scale invasion,
some commentators offered a curious explanation: the occupiers were up
against“the Russian soldier - the best in the world." By that logic, Ukraine’s
resilience becomes proof of a paradoxical claim - that Ukrainians are, in
essence, Russians.

In its most extreme iteration, this narrative demands “curing” Ukrainians
who have supposedly “forgotten”they are Russians. Behind this euphemism
lies a brutal reality: propagandists frame extermination — killing anyone
who embodies Ukrainian identity — as a form of ideological treatment.

“Priests of the cult of ‘Ukrainianness’ must be destroyed like rabid animals.
No mercy. That's obvious. But another conclusion is less obvious: Ukrainianness
as a system must be eradicated in liberated territories. Complete and total
de-Ukrainization,” proclaimed Russian propagandist Sergey Mardan in
December 2022 [41]. Echoes of this genocidal logic reverberate through
Timofey Sergeytsev’s notorious essay, which lays out a blueprint for
erasing Ukrainian identity altogether.

These are not marginal voices — they are well-known journalists and
federal-level analysts, handpicked to appear on state television. Their
rhetoric is not spontaneous; it carries the stamp of approval from above
and mirrors the Kremlin’s true objectives.

The claim of “one people”is absurd and repeatedly debunked by
scholarly research. It exposes Russia’s imperial mindset, twisting reality
through disinformation to justify a policy that denies another nation’s
right to exist, to sovereignty, and to statehood - principles that have no
place in the modern world.

Future disinformation campaigns are conceived in the Kremlin - in
the presidential administration and in the minds of informal advisors and
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ideologues. But Putin bears personal responsibility for distorting reality
and filling it with false meanings.

From there, a sprawling, multi-tiered system takes over - spreading
propaganda narratives and crafting disinformation cases through tightly
coordinated centers working hand-in-glove with the Kremlin.

Russian Television: Curators, Methods,
and the Core Idea

Russia’s television networks, print outlets, online media, and even the
press offices of its security agencies operate under the supervision of
Alexey Gromov, the first deputy chief of the presidential administration.
A former head of Boris Yeltsin’s press service, Gromov has served in Putin’s
administration since 2008. Each week, he convenes meetings with the
heads of leading Russian media - including those that are nominally
privately owned - ensuring that the Kremlin's messaging remains tightly
coordinated and consistent.

With the onset of Russia’s full-scale invasion of Ukraine, the country’s
information space was purged of the last remnants of independent or even
mildly critical journalism. In practice, this means that through Gromov,
the Kremlin exercises absolute control over the national media landscape.

As insiders put it: “If anyone thinks a random official can call the heads
of state channels and order something to be aired, they're gravely mistaken.
Most likely, that person would be sent packing — and for a long time. Only
Gromov can do that.” [42].

Mykhailo Podolyak, ad-
viser to the head of Ukraine’s
Presidential Office, has stated
that behind Russia’s strate-
gy of fueling hatred toward
‘ Ukraine through the media

Nlexey Gromov, 2024, photo from Russian propaganda meia / sn.ru ) stands none other than
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Gromov - “one of the pillars of the so-called ‘party of hawks, and the author
of the unofficial concept ‘Ukraine is a state that does not exist” [43].

Among the key techniques employed by Kremlin propaganda in Russian
media is the use of caricatured “Ukrainians” on air. Political talk shows regu-
larly feature Ukrainian “experts” whose appearance alone often provokes
disgust or ridicule. These individuals do not represent Ukraine’s expert
community and are likely paid to play the role of “punching bags. They
are interrupted, mocked, and publicly humiliated. Such scenes reinforce
stereotypes of Ukrainians as “wild,”“uncultured,”and “backward” - a people
allegedly inferior to Russians and, therefore, undeserving of statehood [44].

Russian media - television above all - frequently deploy techniques
aimed at manipulating the audience’s emotions. “The goal of any TV host
is to break through the screen and land on the viewer’s kitchen or living room,
so they feel I'm speaking directly to them. The ultimate aim, of course, is to
penetrate their consciousness, their soul,” admitted one of Russia’s leading
propagandists, Dmitry Kiselyov [45]. The rhetoric, imagery, and storylines
crafted by propagandists tap into fear, aggression, and patriotic sentiment.
As a result, for viewers, listeners, and readers of Russian media, emotions
overshadow rational perception — making it easier to steer public attitudes
in the desired direction.
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The Role of Russian Intelligence Services in
Coordinating the Disinformation War

In 2024, Oleksiy Danilov, then Secretary of Ukraine’s National Security
and Defense Council, revealed a staggering figure: 166 million propaganda
pieces about Ukraine are injected into the information space every week.
Over time, the intensity of Russia’s information attacks has only grown.
Such scale is possible thanks to the active involvement of Russian intelli-
gence agencies in planning, coordinating, and executing these operations.

According to Ukraine’s Center for Countering Disinformation, the
Kremlin's chief propaganda curator is Sergey Kiriyenko, first deputy head
of the Russian presidential administration. He also oversees the work of
Russia’s intelligence agencies - the Federal Security Service, the Main
Intelligence Directorate, and the Foreign Intelligence Service - in this
domain [46]. Thus, these agencies, acting in direct coordination with the
Kremlin, wage a vast and highly organized disinformation war against
Ukraine. Their toolkit includes:

+ Information-psychological operations;

. Mass dissemination of fake news via social media;

. Extensive use of bot networks;

«  Bribing Ukrainian citizens to spread disinformation;

« Paying bloggers, journalists, and public figures to conduct influence

campaigns;

- Terrorist acts staged to reinforce propaganda narratives.

For instance, to reinforce the narrative that Ukrainians should avoid
mobilization, Russian intelligence services stage real terrorist attacks
in the buildings of territorial recruitment and social support centers,
recruiting perpetrators online. Explosive devices are often detonated
remotely, killing the executors along with other victims — both military
personnel and civilians [48].

In the information domain, Russian intelligence operates with remark-
able dynamism and adaptability. On one hand, they pursue long-term
strategic military and political objectives for Russia. On the other, they
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seize every opportunity for immediate tactical gains — whether through
injecting fake narratives or stoking discord within Ukrainian society.

Russians employ multiple tactics to infiltrate Ukraine’s information
space. One of the most pervasive methods is through social media -
particularly Telegram — where they have built an extensive network of
pages and channels dedicated to Ukrainian cities, towns, and villages. This
system is especially concentrated in frontline areas, where destabilizing
the situation is a top priority for Moscow.

Yevgeny Prigozhin’s Troll Factory

A striking example of hybrid information warfare — an instrument not
formally owned by the Kremlin yet operating squarely in its interests — is
the“Internet Research Agency,” better known as Prigozhin’s troll factory.
Founded by Yevgeny Prigozhin, the creator of the private military company
Wagner, this entity served as a powerful propaganda tool. For years,
Prigozhin remained close to Putin, entrusted with particularly sensitive
assignments by the Russian dictator.

Like Wagner, the troll farm was nominally private. In reality, both
carried out Kremlin tasks and advanced Russia’s state policy — at home
and abroad. Their ambiguous status, however, always allowed Putin to
deny responsibility for their actions.

The “Internet Research Agency” was established in 2013, initially
operating out of the Olgino district in St. Petersburg — hence its informal
moniker, the “Olgino trolls” [49]. From 2014 onward, this entity played a
pivotal role in Russia’s hybrid war
against Ukraine, serving as an
effective instrument for manipu-
lating public opinion. In Ukraine,
the “Olgino” network sought to >
destabilize the political land- \
scape, promote the narrative of a Trolfctory, ustratveimage detostormedi
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“civil war,"and legitimize the puppet“authorities”installed by the occupiers
in Donetsk and Luhansk.

The most notorious episode involving the “Olgino trolls” was their
interference in the 2016 U.S. presidential election. When investigations
confirmed the meddling, Prigozhin was sanctioned by the United States
and placed on the wanted list [51]. His structures were also deeply in-
volved in disinformation and propaganda campaigns leading up to - and
accompanying - Russia’s full-scale invasion of Ukraine in 2022.

After Prigozhin’s death in August 2023, the "Agency” and its affiliated
structures vanished from the public eye. Yet this does not mean their
resources are unused - or will remain dormant. Just as Wagner’s remnants
were absorbed into Russia’s regular army after Prigozhin’s failed mutiny,
the troll factory’s operatives are unlikely to have been left out in the cold.
Specialists of this caliber are indispensable to Russian intelligence services.
Reports suggest that control over the troll factory has since passed to Yuri
Kovalchuk, a close confidant of Putin [50].

In short, private entities engaged in disinformation campaigns
operate under the Kremlin’s direct patronage. They exploit emotional
manipulation to polarize societies, undermine trust in traditional media,
and target specific states, politicians, and institutions. Their methods are
constantly evolving: from networks of internet bots simulating public
opinion in comment sections to sophisticated information-psychological
operations.

“Roskomnadzor” as an Instrument of
Censorship

Any attempt to describe Russia’s disinformation strategy would be
incomplete without mentioning the Federal Service for Supervision of
Communications, Information Technology, and Mass Media — better known
by its colloquial name, Roskomnadzor. Propaganda and fake narratives
cannot thrive unless the audience is deprived of alternative sources of
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truth. This is precisely where Roskomnadzor steps in: its mission is to
block independent voices and censor content.

Officially, these actions are justified under the guise of combating
extremism. In reality, they form a critical component of Russia’s hybrid
war — first against Ukraine, and now increasingly against the West.

Roskomnadzor systematically restricts Russian citizens’ access to
Ukrainian and foreign news outlets, as well as statements from NGOs
and human rights organizations that expose the truth about Russia’s
aggression. The agency exerts pressure on major tech platforms - such
as Google - demanding that they censor content within Russia that
contradicts Kremlin narratives [53]. Those who refuse to comply face
outright bans: Facebook and Instagram are already inaccessible, while
YouTube and X (formerly Twitter) remain under heavy restrictions. The
prospect of a full YouTube ban resurfaces periodically, but the authorities
hesitate — aware that Russians consume vast amounts of non-political
content on the platform. Access to platforms that the Kremlin hesitates
to ban outright is deliberately slowed down..

1. How Russian Disinformation Operates: Who Shapes Its Meaning, Where, and How | 43



References

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

a4

“Ukrainian Identity - The Main Target of Russian Military Aggression,” National Institute
for Strategic Studies, May 19, 2022. URL: https://niss.gov.ua/news/statti/ukrayinska-
identychnist-holovna-mishen-rosiyskoyi-viyskovoyi-ahresiyi

2

“Putin Says He Wants Guarantees for ‘Residents of Novorossiya’ — Kharkiv, Donetsk...,”
Ukrainska Pravda, April 17, 2014. URL: https://www.pravda.com.ua/news/2014/04/
17/7022779/

“Project ‘Novorossiya’: Birth, Death, and Historical Myths,” StopFake, October 1, 2021.
URL: https://www.stopfake.org/uk/proyekt-novorosiya-narodzhennya-smert-ta-is-
torichni-mifi/

“Novorossiya Parliament Starts Work in Luhansk,” ZAXID.NET. URL: https://zaxid.net/u_lu-
gansku_zapratsyuvav_parlament_novorosiyi_n1315044

“Donbas Is as Much Novorossiya as Siberia Is New China,” LB.ua, September 9, 2014.
URL: https://rus.lb.ua/news/2014/09/09/278832_nazivat_donbass_novorossiey.html

“Alternative History: What Will Textbooks Say About ‘Novorossiya,” The Insider, October 1,
2014. URL: https://theins.ru/history/1547

“Tsaryov Already Outlining Future ‘Novorossiya’ for Russian Media,” Ukrainska Pravda,
May 6, 2014. URL: https://www.pravda.com.ua/news/2014/05/6/7024559/

“Memorial Installed in Altai for Fallen ‘Novorossiya Hero,” Gordonua.com, November 11,
2014. URL: https://gordonua.com/news/worldnews/Na-Altae-ustanovili-memorial-
pogibshemu-geroya-Novorossii-99694.html

“Attempts to Create ‘Novorossiya Army’Lead to Clashes Among Militants,” Novoe Vremya,
December 1, 2014. URL: https://nv.ua/ukraine/popytki-sozdat-armiyu-novorossii-
priveli-k-stolknoveniyam-mezhdu-boevikami-is-21830.html

“Iron Masks, Part 3: Portrait of Yuri Kovalchuk, Russia’s Second Most Powerful Man,” Proekt
Media. URL: https://maski-proekt.media/yury-kovalchuk/

“Curator of Occupied Donbas: What Surkov’s Resignation Means,” Radio Svoboda, May
16, 2018. URL: https://www.radiosvoboda.org/a/29221980.html

“Ideologist of ‘Novorossiya’ Accuses Girkin-Strelkov of Betrayal (Video),” Fakty ICTV, July 7,
2014. URL: https://fakty.com.ua/ua/ukraine/polituka/20140707-1520446/amp/

“Who Made Volodya a Fascist: The Philosopher Putin Worships,” Glavkom, September 6,
2023. URL: https://glavcom.ua/publications/khto-zrobiv-volodju-fashistom-filosof-
na-jakoho-molitsja-putin-885339.html

“Merkel Told Obama Putin Lost Touch With Reality — The New York Times,” TSN, March 3,
2014. URL: https://tsn.ua/svit/merkel-skazala-obami-scho-putin-vtrativ-zv-yazok-z-
realnistyu-the-new-york-times-337671.html

“Why Ukraine Banned the St. George Ribbon (Photo),” Depo.Donbas, May 17, 2017.
URL: https://dn.depo.ua/ukr/dn/za-scho-v-ukrayini-zaboronili-georgiyivsku-strichku-
foto-20170517572682

“Russian Propagandist Makes Outrageous Statements About Ukrainians and Their
Language,” UNIAN, September 25, 2023. URL: https://www.unian.ua/russianworld/
rosiyskiy-propagandist-vidznachivsya-dikimi-vislovlyuvannyami-pro-ukrajinciv-ta-
jihnyu-movu-12077970.html

| The White Book: Navigating the Russian Propaganda Minefield



42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

“Master of Puppets: Portrait of Alexey Gromov, Head of Russian State Propaganda,” Proekt
Media. URL: https://www.proekt.media/portrait/alexey-gromov/

“Kremlin’s Goebbels: Podolyak Names Author of Concept ‘Ukraine Is a State That Does
Not Exist,” Detector Media, April 7, 2022. URL: https://detector.media/infospace/
article/198206/2022-04-07-kremlivskyy-gebbels-podolyak-nazvav-avtora-kontseptsii-
ukraina-derzhava-yakoi-ne-isnuie/

“Scandal on Russian TV: Furious Solovyov Expels Ukrainian Expert,” Glavred, March 1,
2023. URL: https://glavred.net/world/skandal-na-rostb-spovneniy-lyuti-solovyov-
vignav-ukrajinskogo-eksperta-10167137.html

“Dmitry Kiselyov Admits Desire to Penetrate Viewers’ Consciousness and Soul,” Agents
Media. URL: https://www.agents.media/dmitrij-kiselev-zayavil-o-zhelanii-proniknut-
v-soznanie-i-dushu-zritelej/

“How Propaganda Works in Russia,” Center for Countering Disinformation, February 24,
2025. URL: https://cpd.gov.ua/international-direction/yevropa/yak-organizovana-
robota-propagandy-v-rf/

“Danilov: Russia Spreads 166 Million Fake Posts About Ukraine Weekly,” Detector Media,
February 28, 2024. URL: https://detector.media/infospace/article/223574/2024-02-28-
danilov-rosiya-shchotyzhnya-poshyryuie-166-milyoniv-feykovykh-postiv-pro-ukrainu/
“21-Year-Old From Zhytomyr Executes Terrorist Attack in Rivne Recruitment Center,” Polissya
Today, February 5,2025. URL: https://polissya.today/article/21-richnyy-zhytomyryanyn-
stav-vykonavcem-teraktu-v-rivenskomu-tck

“Prigozhin Confirms He Founded the Troll Factory,” Ukrainska Pravda, February 14, 2023.
URL: https://www.pravda.com.ua/news/2023/02/14/7389312/

“Russia Seeks New Owner for Troll Factory — Media,” Novoe Vremya, July 15, 2023. URL:
https://nv.ua/ukr/world/geopolitics/fabrika-troliv-u-rosiji-pochali-shukati-novogo-
vlasnika-novini-rosiji-50335345.html

“U.S. Charges ‘Putin’s Chef’ and Troll Factory Employees With Election Interference,” TSN,
February 16, 2018. URL: https://tsn.ua/svit/ssha-visunuli-zvinuvachennya-kuharyu-
putina-i-spivrobitnikam-fabriki-troliv-u-vtruchanni-u-vibori-1111116.html

"

“Russia Uses Troll Factory to Spread Disinformation About War in Ukraine on Social Media,
Hromadske, April 21, 2022. URL: https://hromadske.ua/posts/rosiya-vikoristovuye-
fabriku-troliv-dlya-poshirennya-u-socmerezhah-dezinformaciyi-pro-vijnu-v-ukrayini
“Google Plays God and Complies With Russian and Chinese Censorship Requests - Inves-
tigation,” Dzerkalo Tyzhnia, January 29, 2025. URL: https://zn.ua/ukr/TECHNOLOGIES/
google-hraje-v-boha-i-sprijaje-zapitam-rosiji-ta-kitaju-shchodo-tsenzuri-rozslidu-
vannja.html

1. How Russian Disinformation Operates: Who Shapes Its Meaning, Where, and How | 45



I1l. Channels of Russian
Disinformation Influence

The System of Direct Levers in Russia's
Disinformation Machine

In Putin’s Russia — waging a full-scale war against Ukraine and a hybrid
war against the West - the dissemination of fake news, propaganda, and
manipulative narratives involves far more than just the media. A complex
network of state institutions and numerous nominally non-governmental
organizations plays an active role in this machinery.

Russian diplomatic missions abroad often serve as conduits for dis-
information. Statements by Foreign Minister Sergey Lavrov are, for the
most part, not diplomacy but the echo of propaganda narratives. Regular
briefings by Maria Zakharova, the spokesperson for Russia’s Ministry of
Foreign Affairs, are saturated with distortions and manipulations [54].

FnaBa ®Cb 06BUHWI BOEHHYIO pa3BefKy
YKpaviHbl B TPUYACTHOCTU K TEpPaKTy B
«Kpokyce»

[JvipexTop ®CB AneKcaHap BOPTHUKOB COOBLLWA, UTO NOAFOTOBKY, GUHAHCMPOBaHME,
HanajeHue 1 OTX0/ HaNaBLLMX Ha «KPOKYC CUTU X0n» «KOOPAUHIUPOBaNU» UneHb!
«BuWnasT XopacaHa» (¢puaman sanpeLueHHoM B PO TeppopucTUUeckoii opraHnsauum Ui
npm 3TOM OH NOAYEPKHY/, YTO XOTA CIEACTBUE ELLE NAET, MOXHO YBEPEHHO CKa3aTb, 41
BOEHHas pa3Be/Ka YKpauHbl NPUYacTHa K TepakTy.

inst Ukraine by the F / screenshot ian media
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The Russian law enforcement system also plays a significant role in
crafting and spreading disinformation. At the highest level, this includes
cases such as Federal Security Service chief Alexander Bortnikov accu-
sing Ukraine of orchestrating the terrorist attack at “Crocus City Hall” in
Krasnogorsk near Moscow. At lower levels, fabricated charges are brought
against Ukrainian prisoners of war, accusing them of imaginary crimes
that carry lengthy prison sentences [55]. These captives are coerced into
self-incrimination, and their forced “confessions” are broadcast across
Russia’s central media outlets [56].

Humanities and academia have effectively become integral parts of
Russia’s disinformation apparatus. A unified concept for teaching history
in schools has been introduced, embedding imperial interpretations of
the past into the minds of children. Leading Russian universities now
offer courses by ideologues of the “Russian World” and even classes in
“Westernology” - a pseudo-discipline portraying the West as “satanic.”
This system does more than indoctrinate Russians; it actively trains agents
of influence, including those destined for the international stage [57].

The Russian Orthodox Church openly supports aggression against
Ukraine. Its leader, Patriarch Kirill, has repeatedly voiced disinformation
messages, leveraging church media resources and communication chan-
nels to amplify them. These channels extend beyond Russia’s borders,
reaching Ukraine and other countries with ROC communities — such as
European nations hosting large Russian diasporas [58].

Even sports competitions, cultural events, and comedy shows are
enlisted to sustain narratives about confrontation with Europe and the
necessity of continuing the war against Ukraine. Prominent Russian
actors have pledged loyalty to the regime and now serve as instruments
of propaganda. Theaters display banners supporting the war and stage
plays glorifying the so-called “heroes of the special military operation”
Cultural figures unwilling to participate have been forced into exile.

Russia’s disinformation efforts are further reinforced by Putin’s allies
abroad. For instance, the rhetoric of Belarus’s self-proclaimed president,
Alexander Lukashenko, mirrors Russian propaganda about Ukraine [59].
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In essence, we are dealing with an almost all-encompassing system —
save for a few minor exceptions — whose individual components maintain
their own direct communication channels with both internal and external
audiences. This is a crucial point to keep in mind when examining the
primary instruments of influence: the media and social platforms.

Explosive Growth and Anonymity:
How Telegram Became Russia’s Primary
Disinformation Tool

Let us begin not with traditional media, but with the social platform
that, during the full-scale war, has become Ukraine’s primary challenge
in countering Russian disinformation. That platform is Telegram.

“This platform categorically refuses any cooperation with our state regu-
lators - a fact confirmed by members of the National Council on Television
and Radio Broadcasting. It is owned by a Russian national, Pavel Durov, and
few media analysts question that Telegram operates under the influence
of the Federal Security Service (FSB). The evidence is plain: Facebook and
Instagram are banned in Russia and accessible only through VPN, YouTube
teeters on the brink of prohibition, yet Telegram? It flourishes,” remarked
Natalia Ligachova, head of the NGO Detector Media [60].

“Telegram is harmful. I've never been afraid to say it. It's a threat to our
national security,” — commented Kyrylo Budanov, Chief of Ukraine’s Defense
Intelligence [61].

The platform’s unique features have fueled its popularity and trans-
formed it into a serious threat to Ukraine’s information security [62].

Anonymity: Telegram does not require identity verification, allowing
the creation of channels and groups with no traceable link to real orga-
nizations or individuals - including intelligence agencies.

Lack of moderation: The platform has no systemic content control,
enabling propaganda narratives, fake news, and even calls for violence
to spread unchecked.
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Speed of dissemination: Telegram ensures instant distribution of
disinformation through its forwarding and reposting system. Content
can also spill over to other platforms and mainstream media.

Absence of algorithmic filters: Unlike other major social networks,
Telegram does not restrict content visibility based on its nature, fostering
uncontrolled propagation of manipulative messages.

Controlled erasure of traces: Administrators can edit or delete

messages without retaining any history of changes, making it harder to
expose fakes and manipulations.
Mitigating the Impact of Blocking: Even when moderators remove

certain channels, they are easily restored under new names or through
duplicate channels.
Automation via bots: Telegram enables the creation of bots capable

of performing a wide range of tasks, including mass dissemination of
information. In the context of disinformation campaigns, this opens vast
opportunities. Bots can not only publish posts but also add reactions,
leave comments, and spread messages on behalf of “ordinary users.” This
creates the illusion of widespread support for certain narratives and helps
push disinformation in a way that benefits manipulators.

There are additional factors that make Telegram exceptionally conve-
nient for spreading disinformation and manipulating public opinion. For
instance, the use of virtual or temporary phone numbers for registration
allows channels to be created and administered without any link to real
identities.

The combination of functions - messenger, social network, and con-
tent aggregator — along with accessibility, ease of content generation,
and rapid information sharing, triggered an explosive rise in Telegram’s
popularity among Ukrainians after Russia’s full-scale invasion. People
urgently needed real-time updates on the course of hostilities, threats,
and consequences of shelling, as well as instant news and commentary.
The demand for fast communication also surged, as countless families
were torn apart by war. The heavy emotional strain and constant stress
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drove Ukrainians to become hooked on the endless stream of quick
news — and Telegram provided exactly that.

Traditional media struggle to compete with Telegram primarily because
of its speed. In wartime, the responsibility of professional journalists and
media outlets for their publications has grown significantly; martial law
requires them to delay the release of certain information or coordinate
reports with the military. This has created numerous ethical dilemmas
and situations where timeliness and completeness must be sacrificed
to avoid causing harm.

Many Telegram channels are free from such professional or ethical
constraints. They have published - and continue to publish - information
such as the aftermath of shelling without the necessary delay, putting
rescuers at risk of repeated Russian strikes. The owners and administrators
of these channels often operate outside Ukraine, beyond the reach of legal
consequences [63].

Audiences are drawn not only by the speed of updates but also by
content that traditional media avoid: scenes of violence, gossip, rumors,
and false information designed to provoke strong emotions.

In December 2021, on the eve of the full-scale invasion, only about
20% of Ukrainians used Telegram to access news. By June 2022, that
figure had tripled - reaching 65.7%. In 2024, it had grown nearly fourfold
compared to 2021: more than 78% of respondents reported reading news
on Telegram [64; 65].

Russian propaganda and disinformation, which found it increasingly
difficult to penetrate traditional Ukrainian media after the start of the
war, fully exploited Telegram’s surge in popularity.

Itis impossible to determine the exact number of Russian propaganda
outlets or channels controlled by Russian intelligence services. The plat-
form does not provide open statistics on the total number of channels
or their audiences. Disinformation networks are highly adaptive, often
masquerading as Ukrainian or foreign sources. Such channels may operate
as anonymous “insider”blogs or pseudo-analytical projects. A portion of
the content circulates in closed groups and private chats.
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Itis reasonable to assume that there are tens of thousands of Russian

or Russia-linked channels and groups on Telegram, actively spreading
propaganda and disinformation to shape public opinion. This vast eco-
system includes:

Official channels of state-controlled Russian media (such as RT, RIA
Novosti) and the networks orbiting around them;

War correspondents and bloggers, each surrounded by their own
clusters of affiliated accounts;

Prominent propagandists, operating personal channels, chats,
and bot farms;

Localized versions of major channels, tailored for specific regions
or thematic niches.

Additionally, one must take into account:

Channels masquerading as Ukrainian sources;

Channels targeting residents of occupied territories;

Channels aimed at frontline regions in Ukraine, designed to sow
panic and demoralization;

Chats and groups used to coordinate information attacks.
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The Russian propaganda network on Telegram includes channels that
disguise themselves as official Ukrainian institutions. For instance, Russian
intelligence has been known to create fake Telegram channels posing
as units of the Armed Forces of Ukraine, using them to collect sensitive
information and discredit Ukrainian soldiers [66].
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Screenshot from the fake Telegram page «14 ombr» with a demoralizing message

The range of methods employed by Russian special services and
propagandists to exploit Telegram for spreading their narratives and ma-
nipulations is remarkably broad. Their goal is clear: to embed themselves
as deeply as possible into Ukraine’s information space.

There are also so-called “insiders” - anonymous channels claiming
access to“secret,"“classified,” or “internal” information. These channels often
mimic independence or opposition, while in reality publishing fabricated
stories or manipulative content with a sensational twist, eroding trust
in the government, the military, and Ukraine’s allies, and sowing doubt
among Ukrainians [67].

Russia’s disinformation strategy on Telegram is systematic and me-
ticulously orchestrated: targeting diverse audiences, deploying multiple
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roles and “masks,” all serving the Kremlin’s strategic objectives. Such a
multi-layered system could never thrive on a more strictly moderated social
platform. Yet Telegram grants Russian information operatives complete
freedom under the convenient guise of “free speech.”

Pavel Durov and His Hidden Collaboration
with Russian Authorities

The policy of non-interference and minimal restrictions — even on
blatantly destructive information campaigns - has long been a core
principle of Telegram’s founder, Russian-born Pavel Durov.

Back in 2006, Durov launched VKontakte, a Facebook clone that quickly
became the most popular social network in Russia and across neighboring
countries that were once part of the Soviet Union. In Ukraine, VKontakte
had more than ten million registered users at its peak, until it was blocked
in 2017 as part of sanctions against Russian companies.

In 2014, Durov sold his stake in VKontakte and left Russia. Around the
same time, he launched Telegram - a platform he claimed would be built
on absolute freedom of speech and uncompromising user privacy [68].
This philosophy, however, attracted a dark clientele: terrorists, arms
and drug traffickers, and distributors of child pornography. Later, Durov
himself was even detained in France as an accomplice in cybercrimes .
Notably, on the day of his arrest in August 2024, he arrived in France from
Baku - a visit that coincided with Putin’s trip to Azerbaijan.

After leaving Russia, Durov positioned himself as a dissident, allegedly
persecuted by Russian security services for refusing to disclose user
data. Yet this did not stop him from secretly traveling back to Russia.
Investigators discovered that since 2014, Durov had visited Russia more
than fifty times, including in the summer of 2020 - on the very day when
Roskomnadzor dropped its claims against Telegram [70].

Although there is no direct evidence that these visits were for meet-
ings with Russian intelligence, one fact speaks volumes: the Russian
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authorities, who aggressively block moderated platforms like Facebook
and Instagram, have ceased pressuring Telegram. In April 2025, Telegram
deleted the anonymous channel VChK-OGPU, notorious for publishing
damaging materials and insider leaks about Russian officials, oligarchs,
and security forces. The channel had over one million subscribers, and its
removal was demanded by Roskomnadzor and the Russian Prosecutor
General's Office [72].

“We can see that within Russia, its security services are able to resolve
issues with Telegram’s administration very swiftly. Meanwhile... there is no
proper interaction when it comes to protecting Ukraine’s national interests
or safeguarding personal data - even though there are countless channels
publishing not just fake news, but also the personal details of Ukrainian
defenders and prisoners of war,” said Andriy Yusov, representative of the
Main Intelligence Directorate of Ukraine’s Ministry of Defense [71].

Thus, Telegram — with its proclaimed “freedom of speech,”anonymity,
lack of moderation, and easy accessibility — has proven to be an excep-
tionally convenient tool for the Russian government in its aggressive
plans against Ukraine and in hybrid operations targeting other states.

Social Network X: Policy Shift and
New Opportunities for Russia

If Russian intelligence operates in Telegram virtually without restric-
tions — as though in its own domain — on other social platforms it adapts
to the rules and available loopholes. Twitter, now rebranded as X, is
becoming increasingly hospitable to Russian disinformation.

In October 2022, Twitter — one of the world’s most influential social
networks and a key channel for communication in the Western world — was
acquired by entrepreneur Elon Musk. Like Durov, Musk champions the
idea of “absolute freedom of speech.” Consequently, under his leadership,
the platform revised its moderation policies, loosening restrictions on
disinformation [73].
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Long before 2022, Russian security services and bot farms were
exploiting Twitter as a key channel for influencing Western - particularly
American - audiences. Yevgeny Prigozhin’s Internet Research Agency
created thousands of fake Twitter accounts to spread disinformation and
manipulate public opinion during the 2016 U.S. presidential election.
Research revealed that these accounts shifted tactics in response to the
campaign’s dynamics [74].

By January 2018, Twitter announced that nearly 700,000 users had been
exposed to Russian propaganda through more than 50,000 automated
accounts linked to Russia’s “troll factory,”and therefore to the Kremlin [75].

One of Twitter’s safeguards against impersonation and a guarantee
of information quality was the blue checkmark, indicating an account
verified by the platform. However, after rebranding Twitter as X, Elon Musk
changed the verification system: now, the blue checkmark can simply
be purchased - no verification required. This opened the floodgates to
a surge of fake accounts.

Elon Musk didn't stop at loosening moderation. A supporter of European
right-wing populist parties, he helped ensure that their views became more
visible and widespread on X [76]. These are parties that largely oppose aid to
Ukraine and blame the West — rather than Russia - for prolonging the war.

On his own X profile, Musk shared information about Ukraine that
multiple media outlets and fact-checkers later deemed false. This included
claims that USAID allegedly paid global celebrities to visit Ukraine and that
a former Yanukovych-era official had purchased property in France - while
Musk accused a current Ukrainian Defense Ministry official of corruption
in connection with the latter [77].

X remains relatively unpopular in Ukraine, with only 6-10% of Ukrai-
nians using the platform, according to various estimates. However, X hosts
Russian accounts masquerading as Ukrainian, spreading disinformation
and attempting to sway public opinion [78].

Yet the sharp edge of Russia’s disinformation operations on X is aimed
squarely at Western audiences. And today, Russian intelligence services
have virtually free rein to do so.
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TikTok: A Growing Threat to Ukraine’s
Information Security

TikTok, a platform designed for sharing short videos, is owned by the
Chinese tech giant ByteDance, headquartered in China. As of early 2025,
TikTok boasts over 1.5 billion active monthly users, including a significant
youth audience [79].

TikTok became the first Chinese platform to achieve such global popu-
larity, particularly in the West. Unsurprisingly, politicians and intelligence
agencies in Western countries have raised concerns that Beijing could
exploit this trendy social network both as a channel for propaganda and
influence operations and as a tool for illicit collection of users’ personal
data. In April 2024, U.S. President Joe Biden signed a law banning TikTok
in the United States unless the platform was sold to American investors.
However, President-elect Donald Trump postponed enforcement of this
law for 75 days, and as of summer 2025, TikTok remains unblocked in the
U.S. and has not changed ownership.

The European Union has also considered banning TikTok over fears of
data security risks and potential interference in elections. In April 2024,
European Commission President Ursula von der Leyen stated that an
EU-wide ban on TikTok was “not off the table” [80].

These concerns proved well-founded. In November 2024, far-right
politician Célin Georgescu unexpectedly won the most votes in the first
round of Romania’s presidential elections. Experts attribute his sudden
success largely to the influence of social media - Georgescu was even
dubbed the “TikTok Messiah” [81].

In Germany, surveys reveal a striking trend: young people - especially
TikTok users — hold markedly different views compared to those who rely
on traditional media. TikTok users are significantly more likely to believe
disinformation, including narratives pushed by Russia and China [82].

Russia is actively using TikTok to spread anti-Ukrainian disinformation.
While the full scale of this threat is difficult to measure, it is clear that the
platform offers enormous potential for toxic information campaigns.

56 | The White Book: Navigating the Russian Propaganda Minefield



“Telegram is already well-studied, and we understand its structure and
mechanics. Right now, TikTok is causing far greater harm — because its
audience is highly vulnerable: teenagers, young people, and, surprisingly,
the 55+ demographic. TikTok is, in fact, a major problem today,” said Alina
Alekseeva, Deputy Head of Ukraine’s Center for Countering Disinforma-
tion under the National Security and Defense Council [83].

For example, researchers discovered that in 2023, nearly 13,000 TikTok
bots generated fake stories about corruption in Ukraine’s government.
Experts described this as a covert Russian influence operation [84]. Some
fake videos even featured Al-generated voices. The campaign reached
847,000 followers, and since the videos were published in seven languages,
their potential viewership could have reached hundreds of millions.
Later, TikTok’s administration — claiming to be committed to stronger
anti-disinformation measures — announced the removal of accounts
involved in this operation.

Ukrainian journalists uncovered more than 2,000 accounts crea-
ted as part of a single Russian information operation aimed at dis-
crediting Ukraine’s mobilization campaign, united under the hashtag
#ThislsNotMyUkraine [87].

Another investigation examined user reactions to humorous deepfake
videos featuring Ukrainian politicians. Despite their crude execution and
obvious signs of falsification, at least 20% of commenters believed the
videos were real [85].

TikTok’s algorithms amplify the viral effect, pushing fake videos
beyond the original channel’s audience and increasing the risk of ma-
nipulation. A video can rack up millions of views - even if posted by
a newly created account with minimal followers. The algorithms are
designed to maximize user attention through emotionally charged
content, regardless of its accuracy. They curate recommendation feeds
based on prior interactions, creating “echo chambers” users may not
even realize they're in.

Meanwhile, TikTok’s Ukrainian audience continues to grow — potentially
reaching 17 million users in 2025 [86].
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Compared to Telegram and X, TikTok is indeed more open to combating
disinformation and takes steps to protect its reputation. However, these
efforts are often insufficient and delayed. Large-scale manipulations -
especially those involving Al-generated or Al-voiced videos — spread
widely before they are identified and neutralized.

Thus, TikTok represents a serious potential threat to information
security — not only for Ukraine but for the West as well.

Russia's Disinformation Strategy via
Facebook and Instagram

Although Meta’s social networks are blocked for Russian audiences,
Russia remains the “number one source” of coordinated global campaigns
spreading disinformation and fake content on Facebook and Instagram,
according to Meta’s 2024 security report [88].

Facebook was the first social network to achieve true global popularity.
It still boasts the largest user base among leading platforms — nearly three
billion users — and retains significant worldwide influence. Over more than
two decades, the corporation (rebranded as Meta in 2021) has developed
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mechanisms to combat disinformation and harmful content, including
hate speech, harassment, and violent imagery. These measures involve
both internal moderation teams and partnerships with independent
fact-checking organizations. However, the moderation system remains
far from perfect.

In 2017, the U.S. House Permanent Select Committee on Intelligence
investigated reports of political ads purchased on Facebook by Russia’s
infamous “troll factory.” A year later, Facebook founder Mark Zuckerberg
testified before Congress regarding possible interference in the 2016
U.S. presidential election - won by Donald Trump - through the social
network [90]. In 2024, the European Union launched an inquiry into
Facebook and Instagram amid suspicions that their moderation practices
were not rigorous enough to counter disinformation campaigns by Russia
and other states [89].

On Meta platforms, virtually anyone can quickly place an ad and target
it to a specific audience. Analysts from Ukraine’s Center for Strategic
Communications and Information Security and the Center for Democracy
and Rule of Law have noted that Russia actively uses targeted advertising
as a weapon in its war against Ukraine [91].

Ukrainian-language disinformation posts typically appear on newly
created pages with abstract names and generic profile pictures. Their goal
is to trigger emotional responses. These posts often focus on unfavorable
developments for Ukraine at the front (usually defeats or difficulties for
the Ukrainian army), mobilization (emphasizing its alleged unfairness),
the critical state of Ukraine’s energy sector, corruption in government,
and human losses.

Facebook’s policy aimed at preventing the spread of violent content
has, paradoxically, played into Russia’s hands - limiting Ukrainians’ability
to tell the truth about Russian aggression and war crimes. For instance,
Facebook removes posts about Russian shelling when they include
graphic evidence of mass casualties [92]. Russian bot farms have learned to
exploit vulnerabilities in moderation algorithms to block pro-Ukrainian or
Russia-critical content, restrict pages of Ukrainian public figures or media
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to counter information attacks and adapt
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and discontinue partnerships with inde-
pendent fact-checkers [94]. Instead, Meta introduced a Community Notes
system, similar to the one already used on X, allowing users themselves
to flag inappropriate content and errors.

Unlike Facebook, Instagram is centered on visual content — images,
videos, and stories — and caters to a less politicized audience. This
shapes the format of disinformation Russia spreads here: emotional
video montages and memes. Influencers - users with large number of
followers - also play a significant role, amplifying narratives aligned
with Russian propaganda.

Meta’s decision to abandon cooperation with fact-checkers and
liberalize content moderation rules opens new opportunities for Russian
information attacks — not only against Ukraine but also other democratic
nations. By removing its responsibility for content accuracy, the company
creates fertile ground for manipulation, especially in the context of war.
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Russian International Broadcasting: A Tool for
Foreign Information Attacks

Russia’s international broadcasting system — media holdings created
specifically to target foreign audiences - is a key component of its disin-
formation machinery. These outlets serve to “legitimize” narratives that
are later amplified across social media.

Russia Today

The flagship of the state-owned media company RT (Russia Today)
is the English-language news channel RT International. The network
also includes RT Arabic, RT en Espanol, RT France, RT DE, RT Balkan, as
well as documentary channels: RT Documentary (in English), RT Doc
(in Russian), and RT Doc Hindi. In 2015, RT claimed - citing European
research firm Ipsos - that its weekly audience reached 70 million viewers
across 38 countries, with 35 million watching daily. These figures are
highly questionable and likely part of RT’s global promotion strategy.
For example, in the UK, according to ratings agency Barb, RT’s average
daily audience was only 122,000 viewers, representing 0.02% of the total
TV audience. By comparison, BBC News had 2.6 million viewers, and Sky
News 1.6 million [96].

An investigation by The Daily Beast confirmed that RT's actual audience
is far smaller than claimed. In Europe, the channel’s viewership did not
exceed 0.1% of the television audience [97].

After Russia’s full-scale invasion of Ukraine, RT broadcasts were banned
across the European Union and the United States. However, the ban proved
far from absolute - by 2024, RT was still broadcasting in EU countries in six
languages, as some national authorities failed to enforce the restrictions
and local providers ignored orders to block the channel. In practice, only
the Russian-language TV version of RT was effectively blocked [98].

Moreover, even after the TV signal was cut, Russia Today’s content
remains accessible via its website, mobile apps, and social media. In
February 2025, according to Semrush, RT.com recorded 103 million visits.
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The largest traffic sources were Russia, the U.S., and Mexico — though these
figures may be skewed by VPN usage, which allows users in countries
where RT.com is blocked to bypass restrictions [99].
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Screenshot from RT Balkan broadcast

Information agency Sputnik

The same applies to Sputnik, an information agency operating web-
sites, mobile apps, online streams, radio broadcasts, and press centers.
Despite sanctions, its resources continue to function in European coun-
tries. Sputnik’s news sites publish in 30 languages, enabling coverage of
regions geopolitically important to Russia.

Sputnik works particularly aggressively across the post-Soviet space,
leveraging cultural ties, weak local media, and the absence of restrictions
on pro-Russian disinformation. Partnerships with other media outlets -
including local ones - allow the agency to significantly expand its reach.
In 2019, Sputnik claimed its websites attracted over 60 million monthly
visitors, though these figures lack independent verification [100].

On social media - especially X, Facebook, and Telegram - Sputnik
expands its presence through bot networks and fake accounts, artificially
boosting reach and engagement [101].

Sputnik and RT operate in close coordination as parts of a single, large-
scale system for spreading Russian disinformation. They also collaborate
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with anti-Western outlets in various countries, including Iranian and
Chinese media, as well as far-right groups in Western nations [102].

Russian international broadcasting resources employ a range of disin-
formation techniques aimed at manipulating public opinion worldwide.
They promote narratives aligned with Russia’s foreign policy interests,
often through distorted facts, manipulative headlines, and the illusion
of “alternative truth.” These outlets exploit themes such as institutional
distrust, societal division, and push anti-Western messages. They seek
to discredit media and democratic governments, propagate conspiracy
theories, and amplify polarizing content. One of their systemic tools is
the use of bots and coordinated social media campaigns, creating a false
impression of widespread support for certain views or heightened interest
in specific topics. Collectively, these methods generate information noise,
eroding audiences’ ability to distinguish truth from lies.
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Artificial Intelligence: A New Era
of Disinformation Threats

The advent of generative Al models has propelled disinformation to an
entirely new technological level. Alautomates and accelerates processes that
once required large teams, significant time, and substantial resources [103].

Al enables the creation of highly convincing texts, images, audio, and
video content that mimic authentic sources. This could take the form of a
news article, a blog post, a social media comment, or even an“expert quote”
Detecting such content requires specialized tools — tools that ordinary users
often don't even know exist.

Moreover, large language models (LLMs), when lacking robust filtering
mechanisms, can inadvertently reproduce narratives embedded within
their training data. In essence, it is possible to “feed” an Al system with
disinformation, anticipating that the model will later draw upon this
content as a source.

Russia is already building networks of websites that massively dissem-
inate content from Kremlin-controlled media and Telegram channels. For
example, the so-called “Pravda” network includes more than 150 sites,
most of which have no real audience but consistently republish Russian
propaganda in multiple languages. Their purpose is not to inform people
but to create an informational backdrop for indexing and integration into
Al systems, search engines, and news aggregators [104].

Another example is Operation Doppelganger, under which Russia has
spent years creating dozens of fake “twin” websites - clones of influential
media outlets from various countries. These sites mimic the style, visual
design, and domains of legitimate publications. Their content consists
of distorted or fabricated news aimed at discrediting Ukraine, the EU,
NATO, and democratic institutions [105]. This material is then widely
spread through social networks, Telegram channels, bot networks, and
can even end up in datasets later used to train Al models. The result is
a closed loop where fabricated information begins to circulate as “real”
within digital ecosystems.
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Another powerful disinformation tool is deepfakes - fake video or audio
recordings that imitate real people. They are employed to manipulate
perceptions, erode trust, or exert pressure on audiences. A deepfake might
appear as a politician’s statement, a supposed conversation between
officials, or a “confession” by Ukrainian soldiers. Detecting a well-made
deepfake without specialized analysis is extremely difficult, making this
tool especially dangerous in the context of war.

Artificial intelligence is increasingly used to simulate user behavior
on social networks. Bots now comment, like, and share content in
ways that make them harder to detect. Al helps bypass platform filters
by generating multiple variations of the same message, masking in-
formation attacks and adapting to moderation algorithms — allowing
disinformation to be repeated countless times. After a campaign ends,
Al can even “clean up”its traces by deleting content or automatically
changing usernames, avatars, and other personal details to assume a
new “identity.”

Al can also be deployed to coordinate large networks of information
resources during disinformation operations. Neither social media plat-
forms nor other responsible institutions currently possess adequate tools
to counter this level of automation.
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All the channels described above do not operate in isolation - they
work in a coordinated manner, either together or separately, depending
on the target audience. They form elements of a hybrid disinformation
ecosystem, where each component amplifies the impact of the others. This
system must therefore be perceived and analyzed as a single, integrated
threat to information security.
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IV. Russian Disinformation:
Agents of Influence

Who Are Agents of Influence: Definition
and Characteristics

When we speak of agents of influence, we refer to an entry point for
disinformation into the legitimate information space. It is precisely the
perceived legitimacy of these individuals or organizations that makes
them particularly dangerous. The boundaries between spreading disin-
formation and engaging in lobbying or “soft power” are often blurred.
Journalists, experts, scholars, and think tanks can lawfully and openly
advocate for a certain position — or they can disseminate false narratives
and manipulate public opinion.

Similarly, it is not always easy to distinguish agents of influence from
those commonly labeled as “useful idiots” - individuals who, knowingly
or unknowingly, allow themselves to be exploited.

The National Institute for Strategic Studies, in its analytical report,
defines agents of influence as individuals and organizations whose actions
are “aimed at shaping public opinion in targeted states to favor the aggressor
orinfluencing decision-making in those states to produce outcomes beneficial
to the aggressor” [106]. Thus, agents of influence are a key instrument
in conducting information-psychological warfare and implementing
disinformation strategies.

The intelligence and political dimensions of this phenomenon lie
beyond the scope of our discussion, yet they remain crucial, as influ-
ence is often multifaceted. It is also important to note that networks
of agents of influence are far from homogeneous. They may include
journalists, politicians, writers, scholars, or representatives of any socially
significant profession. These agents vary in status — some act primarily
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as executors (such as bloggers), while others operate as strategists, like
political technologists or media editors. They may be highly visible or
remain largely in the shadows, spreading disinformation either openly
or covertly.

An agent’s role is shaped by personal qualities, competence, and the
level of trust granted by Russian intelligence services — which, in turn,
determines the complexity of tasks assigned. In most cases, these tasks
resemble the agent’s usual professional activities. Yet they serve the
objectives of information-psychological and disinformation campaigns,
and more broadly, Russia’s political and military-political goals. In other
words, agents often do what they have always done, making them difficult
to identify — and even harder to expose and neutralize. This is especially
true in democratic societies, where freedom of speech is a core value and
any restrictions require strong legal justification.

Since Russia’s political leadership and intelligence services are succes-
sors to their Soviet counterparts, they rely not only on Soviet-era methods
but also on personnel inherited from the USSR - individuals and organi-
zations that once collaborated with the Soviet Union. These structures
and individuals are deeply embedded within their own societies and
can prove highly valuable to Russia [107]. At the same time, Russia is
adapting to contemporary realities, employing diverse formats to weave
new networks of its influence agents.

Forums, Foundations, and Public Initiatives
as Instruments of Russian Influence

Valdai

The Valdai International Discussion Club was established in 2004.
Officially, it serves as a platform for debating global issues with the
participation of foreign experts, scholars, analysts, journalists, and others.
In reality, it functions as a tool for promoting Russian narratives among
Western intellectuals. Putin regularly attends the club’s events [108].
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Valdai and similar forums
enable Russia to shape public
opinion abroad and estab-
lish connections with foreign
figures who may later act as
conduits for Russian interests
in their respective countries.

Putinat he Vadai Forum/ soure -vetomostiu There are other examples
that illustrate the systematic nature of Russia’s approach to building
networks of agents of influence and the sophistication of these efforts.

Rossotrudnichestvo

Rossotrudnichestvo (“Russian Cooperation”) is a state organization
that has - or has had - representations in dozens of countries, including
across the post-Soviet space, in EU nations, the Balkans, Latin America, and
Africa. Officially, Rossotrudnichestvo promotes Russian culture and seeks
humanitarian partnerships in these countries. In practice, it disseminates
Russian narratives and ideological constructs: distorted interpretations of
history, anti-Western and anti-Ukrainian rhetoric, and more [109].

These generously funded events serve as platforms for engaging local
actors — journalists, educators, politicians, and opinion leaders. Through
them, informal connections are forged, cooperation is established, and
the groundwork is laid for the emergence of new agents of influence.

To identify loyal audiences, Rossotrudnichestvo employs online
courses and scholarship programs. Each year, the Russian government
provides up to 15,000 scholarships through this network, granting foreign
citizens free education at Russian universities.

The Gorchakov Fund

The Gorchakov Public Diplomacy Support Fund, founded in 2010, main-
tains close ties with Russia’s Ministry of Foreign Affairs. It organizes events
and distributes grants to support projects in public diplomacy, as well
as specialists in international relations, political science, and journalism.
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Many recipients of these funds reside in countries where Russia seeks to
preserve its influence [110]. At its summer schools and conferences, the
fund directly propagates narratives aligned with Russia’s foreign policy
discourse. Some events focus on regions prioritized by Russian foreign
policy — such as the Arctic, the Balkans, and the Caucasus - while others
aim to build networks of young researchers loyal to Russia.

Analysts at the Ukrainian Institute note that one of the most prominent
regular events co-organized by the Gorchakov Fund were the so-called
Potsdam Meetings, where German and Russian high-ranking officials
discussed foreign policy issues. After the annexation of Crimea and the
outbreak of war in Donetsk and Luhansk in 2014, these meetings became
a platform for “dialogue” between Germany and the aggressor. Similar
venues exist for pro-Russian politicians and organizations in Italy and
France.

These organizations also operated in Ukraine. The Security Service of
Ukraine shut down the Gorchakov Fund'’s activities in the country in 2015.
Meanwhile, the Rossotrudnichestvo branch known as the Russian Center
for Science and Culture continued to function until April 2021, when the
National Security and Defense Council imposed sanctions against it. Even
after that, the organization declared its intention to keep working on the
Ukrainian front — albeit online [111].

Of course, these examples represent only the tip of the iceberg. “Over
the past decades, Russian intelligence services have built an enormous network
ofinformal agents of Russian influence in other countries. These are not just
individuals but entire institutions. And combating them is far more difficult
because they are deeply integrated into Western societies,” Liga.net quotes
a source from Ukrainian intelligence [112].

He added that Russians leverage religious communities (especially
Orthodox), business associations, joint scientific projects and Russian
academic grants, educational exchange programs, cultural and creative
industries, and even sports to achieve their goals. They also establish
media outlets abroad - often disguised as local - and cultivate their own
expert networks.
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The funding of these networks is equally extensive. State grants,
tuition payments, and fees for books or research represent only the
official, visible part. Beyond that lies a web of “gray” schemes for indirect
or anonymous financing. Russia invests billions of dollars in informal
diplomacy and information influence, using both legal instruments
and covert mechanisms. These efforts aim to advance narratives and
strengthen influence across various regions.

In Ukraine, Russia spent years building, maintaining, and exploiting
its influence networks: in media, political parties, the church, academic
institutions, expert circles, NGOs, and pseudo-human rights groups - often
under the guise of business ties and cultural cooperation that masked
political objectives.

During the first three decades of Ukraine’s independence, resis-
tance to Russian agents of influence in different spheres was almost
nonexistent or extremely weak. There were even periods when Russian
agents held top positions in government - for instance, presidential
administration heads under Kuchma, Viktor Medvedchuk and Dmytro
Tabachnyk, both now hiding in Russia. The list of Russian protégés who
played significant roles in state institutions, including security agencies,
islong [113].

Until 2014, neither the majority of politicians nor a significant part
of society viewed Russia as a direct threat; the belief in “brotherhood of
nations,"“good neighborly relations,”and “strategic partnership” between
the states was widespread. Public figures who echoed Russian narratives
were largely seen as merely expressing personal opinions — after all,
Ukraine is a democracy where freedom of speech prevails.

Even after the annexation of Crimea and the outbreak of war in
Donbas, Russian agents of influence operated freely in Ukraine — within
the information space, politics, and the humanitarian sphere. Only a year
before the full-scale invasion did the government take decisive action,
imposing economic sanctions against Kremlin agents and shutting
down pro-Russian propaganda media. At that point, the most blatant
Russian operatives began leaving Ukraine.
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However, during the full-scale war, the activity of Russian agents of
influence targeting Ukraine has not diminished; on the contrary, it has
intensified. The difference is that their efforts are no longer concentrated
on television broadcasts, as before 2022, but on social platforms.

Medvedchuk’s Media Ecosystem:
Preparing the Ground for Invasion

How did Russia manage - after the annexation of Crimea and the
outbreak of war in Donbas, when illusions about its true intentions
seemed shattered - to build several influential propaganda media
networks in Ukraine? The answer lies in exploiting the principle of
freedom of speech, a value cherished both by Ukrainian society and by
the country’s foreign partners. By echoing Russian propaganda narratives
and openly serving the interests of the Kremlin and its local political
allies, these channels branded themselves alternately as “independent”
or“oppositional,’framing any attempt to intervene in their activities as
political repression.

This tactic proved effective. In 2021, when President Volodymyr
Zelensky enforced the National Security and Defense Council’s decision to
impose economic sanctions on the pro-Russian TV channels 712 Ukraine,
NewsOne, and ZIK, the international organization Reporters Without Borders
came to their defense. It condemned the sanctions as a violation of
freedom of speech and Ukraine’s international obligations [114].

Ukrainian civil society organizations countering disinformation
issued a joint statement at the time: “These channels are instruments of
external influence operations and, accordingly, pose a systemic threat to
Ukraine’s information security” [115]. Experts justified their position by
citing data from the Office of the President of Ukraine, which indicated
that these media outlets were financed from Russia; they systematically
promoted Kremlin disinformation, including narratives about a “fascist
post-Maidan Ukraine,” “Russophobia,” “Ukraine as a failed state,” and
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“Ukraine under Western external control."The overarching narrative was
that Ukraine had no right to exist as a pro-European independent state.

Shielded by democratic principles and Ukraine’s liberal legislation, this
media group - the so-called Medvedchuk channels - constructed an entire
ecosystem comprising pro-Russian politicians, experts, journalists, public
figures, and an extensive distribution network. Together, they amplified
and reinforced Kremlin disinformation messages. By creating an illusion
of pluralism, these outlets blurred the line between freedom of speech
and hostile information influence. Meanwhile, they enjoyed support and
justification from segments of Ukrainian society and political elites, as well
as from the international community, which perceived their activities as an
expression of free speech. This is a textbook tactic of agents of influence.

Analysts from the “Texty” project demonstrated that ZIK, 112 Ukraine,
and NewsOne were the starting point of a chain that generated thousands
of propaganda publications. On one of these channels, a pseudo-expert
or pro-Russian politician would voice a desired thesis during a broadcast.
Later, the same thesis would appear on websites, cited as a direct quote
from the TV channel [116]. According to the study, the top ten most
frequently circulated narratives included accusations of radical nationa-
lism, claims of “external governance” of Ukraine by the West, constant
predictions of state collapse and the fueling of separatism, as well as

This is what the announcement about the telebridge looked like that the Russian Channel One and the pro-Russian Newsone intended to hold in 2019. The broadcast was eventually
canceled due to significant public outrage in Ukraine / screenshot from the Russian TV channel «Russia 1+
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manipulations surrounding the COVID-19 pandemic - such as promoting
Russia’s Sputnik V vaccine and discrediting Western vaccines.

Between February 2020 and February 2021 alone, at least 20,000
Russian-language news articles contained quotes from Medvedchuk’s
channels. During the same period, Ukrainian manipulative online resources
cited them over 7,000 times. The disinformation distribution network
included regional media and Russian outlets covering Ukraine.

After several changes of nominal owners, the three channels became
the property of Taras Kozak in 2019. Yet everyone understood that they
were effectively controlled and financed by Viktor Medvedchuk - Putin’s
close ally and Ukraine’s leading pro-Russian politician. As later became
clear, Medvedchuk was the key figure behind the creation of a media
infrastructure that prepared Ukraine for full-scale invasion [117]. Alongside
anti-Ukrainian and pro-Russian narratives echoing Kremlin propaganda,
these channels also promoted Medvedchuk himself as the only politician
allegedly capable of negotiating with Putin. By expanding his media
influence, Medvedchuk aimed to seize power once Russia succeeded in
subjugating or occupying Ukraine.

Evgeniy Murayev appeared to harbor similar ambitions. A pro-Russian
politician, he once owned NewsOne before selling the channel and
launching Nash to promote himself and his political project “Nashi.”
After Medvedchuk’s channels were shut down, Nash became, for a year,
the primary mouthpiece of Russian propaganda in Ukraine's television
space. Its rhetoric and manipulative toolkit were virtually identical to
those of 112 Ukraine, NewsOne, and ZIK, differing only in its roster
of commentators. Under the guise of formal “independence,” Nash
spread anti-Western messages, legitimized speakers with anti-Ukrainian
positions, and undermined trust in Ukrainian institutions [118]. Like
Medvedchuk’s channels, any attempt by authorities to curb this propa-
ganda was met with loud complaints from the channel’s owner and staff
about“political repression”and “suppression of free speech.” Ultimately,
on the eve of Russia’s full-scale invasion, sanctions were imposed on
Nash, and Evgeniy Murayev soon fled Ukraine.
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Digital Agents of Influence: YouTube Bloggers
Spreading Russian Narratives

In April 2025, the President of Ukraine enacted the National Security
and Defense Council’s decision to impose sanctions on propagandists —
both Russian and pro-Russian individuals originating from Ukraine. The
list included 71 individuals and 18 organizations, among them entities
controlled by Viktor Medvedchuk [119].

Oleksandr Shelest, Vadym Karasiov

Among those named were Oleksandr Shelest, a video blogger and TV
host who worked for NewsOne, and Vadym Karasiov — a political analyst
and strategist who, since 2014, had been a regular guest on pro-Russian
channels, later becoming a host. YouTube blocked the channels through
which these propagandists disseminated Russian disinformation within
Ukraine.

However, many channels remain on the platform, operated by former
employees of pro-Russian TV stations and their frequent collaborators -
political technologists and pseudo-experts once promoted by the media
structures of Medvedchuk and Murayev.

These individuals have adapted to new conditions by replacing
overtly pro-Russian rhetoric with more veiled messaging, presented as
“independent analysis” and “alternative viewpoints.” Yet they have pre-
served the core narratives of Russian disinformation, now supplemented
by the promotion of a “peaceful settlement” in Kremlin terms - that is,
Ukraine’s capitulation. Some of these channels boast tens of thousands of
subscribers and continue to grow their audiences by collaborating with
other pro-Russian YouTubers or sharing videos on Telegram channels
aligned with Russia.

Anatoliy Shariy
The most prominent disseminator of Russian disinformation on YouTube

is Anatoliy Shariy — a former Ukrainian blogger who has systematically
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worked for Russia for many years, disguising himself as an “independent
journalist” and “alternative analyst” [120]. His channel has over three
million subscribers, but his danger lies not only in reach; it is amplified by
his ability to build trust among viewers, particularly younger audiences.
Shariy has successfully turned himself into a political brand: while living
outside Ukraine, he founded the “Shariy Party,” which managed to win
seats in several local councils during the 2020 elections [121].

The content on Shariy’s channels bears all the hallmarks of systematic
information influence. His choice of topics closely mirrors Kremlin narra-
tives, with one of the clear objectives being the discrediting of Ukraine as
a state. While attempting to simulate an“independent” stance and mislead
viewers, he occasionally makes a show of criticizing not only Ukraine but
also the Russian authorities. In 2021, Shariy was charged with treason.

© VRSoloviev NPAMON DUP

Anatoliy Shariy on Solovyov's propaganda show, February 2022, a few days before the full-scale invasion / Solovyov's Telegram channel

Diana Panchenko

Another key pro-Russian propagandist on YouTube is Diana Panchenko,
aformer host on Medvedchuk’s channels. After these media outlets were
shut down, Panchenko moved to YouTube, where she continued spreading
Kremlin narratives, justifying Russian aggression, and promoting the idea
of a “peaceful settlement” that effectively meant Ukraine’s capitulation.
In 2023, Ukraine’s Security Service charged her with treason [122]. After
leaving Ukraine, Panchenko began producing content in English to reach
foreign audiences.
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Thus, despite sanctions, the system for disseminating Kremlin narra-
tives via YouTube remains active, and neutralizing it requires a far more
robust response — both from the Ukrainian state and from the platform’s
administration.

How Foreign Agents of Influence Operate:
Three Case Studies

Dmitry Simes

Dmitry Simes emigrated from the Soviet Union to the United States in
1973, integrating into the political environment and earning a reputation
as an expert on Russian affairs. In the 1970s, Simes headed the Russian
and Eurasian Program at the Carnegie Endowment for International Peace.

THE
...................... INATIONAL —— S r— o
INTEREST

ty Tags: Mistory, Russia, Soviet Union, USSR, and World war i

Vladimir Putin: The Real Lessons of the 75th Anniversary of
World War II

Putin's post featuring historical Russian narratives / nationalinterest.org
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Later, he taught and conducted research at several American universities
and worked as a correspondent for Radio Liberty in Washington [123].In
2014, he became president of the Center for the National Interest, founded
by former U.S. President Richard Nixon. The center publishes The National
Interest, a magazine known for its historic 1989 article by futurist Francis
Fukuyama, “The End of History." However, under Simes’s leadership, the
magazine began publishing articles by Russian propagandists, as well as
texts authored by Vladimir Putin and Russia’s Security Council Secretary
Nikolai Patrushev. The National Interest became one of the few platforms
in the U.S. that justified Russia’s annexation of Crimea and aggression
against Ukraine, along with other actions of Putin’s regime.

Simes was a frequent guest and host on Russian propaganda broad-
casts, and in 2022, following Russia'’s full-scale invasion of Ukraine, he
returned to Russia — where he fully transformed from an intermediary
into an open participant in the information war. In the U.S., he is under
investigation on suspicion of money laundering [124].

Graham Phillips

Graham Phillips, a British journalist and video blogger, has em-
braced yet another persona - that of a deliberate provocateur. Once a
contributor to well-known Western media, including coverage of Euro
2012 matches in Donetsk, Phillips openly supported Russia’s actions
in 2014, following its annexation of Crimea and the outbreak of war
in Donbas. In his publications, he criticized the Revolution of Dignity,
denied the legitimacy of Ukraine’s new government, and claimed that
the Ukrainian state no longer existed. Echoing Russian propaganda
outlets, he labeled Ukrainians as “fascists” and referred to the country’s
leadership as the “Kyiv junta” [125].

In September 2016, during the exchange of Ukrainian prisoner of war
Volodymyr Zhemchugov, Phillips made degrading remarks - calling him a
“zombie,” asking “Who brainwashed you?”and sneering, “Who needs you
now, armless?” He also insulted Ukrainian journalists. Dunja Mijatovi¢,
a representative of the Organization for Security and Co-operation in
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Europe, condemned his actions as shameful and entirely unrelated to
journalism.

Phillips provoked scandals in other countries where Russia holds
interests. On March 16, 2016, he was detained in Riga during a march
commemorating Latvian legionnaires. He attempted to lead the procession,
hurled insults at participants, and called them fascists.

In 2016, together with German journalist Billy Six, Phillips stormed
into the offices of the Berlin-based outlet Correctiv, demanding a meeting
with a reporter investigating the MH17 crash. They shouted “fake news
media’; filmed the incident, and refused to leave the premises. Promoting
alternative versions of the crash that absolved Russia of responsibility was
one of Phillips's key propaganda activities.

In August 2018, Phillips barged into the Georgian Embassy in London
during an exhibition about the 2008 Russo-Georgian war. He denounced
the display as one that “justifies fascism,” shouting anti-Georgian and
anti-NATO slogans.

In November 2018, he attempted to provoke a physical altercation
with Ukraine’s ambassador to Austria, Oleksandr Scherba, insulting him
publicly and shoving him in the chest. Scherba later described Phillips
as “a creature that feeds on anger, hatred, and war.”

With the onset of Russia’s full-scale invasion, Phillips focused squarely
on anti-Ukrainian propaganda: denying Russian war crimes in Bucha and
parroting Kremlin accusations of “Nazism” against Ukraine’s leadership.
His interview with British volunteer Aiden Aslin, captured by Russian
forces in Mariupol, sparked outrage in the UK. Phillips's actions were
deemed violations of the Geneva Conventions and potentially linked to
war crimes. He became the first British citizen sanctioned by the UK for
such conduct. Predictably, Russia granted him political asylum thereafter.

Graham Phillips exemplifies a figure with a Western background who,
by crossing ethical and legal boundaries, openly serves Russia — provoking
scandals and seeking to undermine international trust in Ukraine. All the
while, he presents his actions as “independent journalism.”
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Alexei Venediktov

There are also Kremlin agents of influence among Russian media
personalities and public figures who position themselves as “oppositional”
and“liberal.” A striking example is Alexei Venediktov, former editor-in-chief
of the radio station Echo of Moscow and co-founder of the YouTube
channel Zhivoy Gvozd.

In Russia, Venediktov enjoys the status of a living legend. He be-
longs to the stars of the liberal journalistic sphere that symbolized the
socio-political transformations of the 1990s. He has received numerous
professional awards and earned a reputation as a doyen of independent
Russian journalism. Venediktov maintains regular contacts with Western
elites - politicians, experts, and journalists. The media outlets he led
had a sizable audience in Ukraine, which regarded them as sources of
“alternative” information about Russia. In 2019, Venediktov even planned
to open an Echo of Moscow branch in Kyiv.

Thus, Venediktov engages simultaneously with Western, Ukrainian,
and Russian audiences - all of whom perceive him as a liberal and a critic
of Putin. Yet, upon closer examination, his rhetoric often aligns with
Kremlin narratives.

For instance, he justified the annexation of Crimea, claiming that
Crimeans supposedly wished to see the peninsula as part of Russia and
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Alexei Venediktov on the broadcast of «Zhivoy Gvozd» / screenshot
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arguing that Ukraine allegedly did nothing to prevent the occupation and
the sham “annexation.” According to Venediktov, “Crimea joined Russia.”

He also asserted that in 2014 there were no regular Russian troops
in Donbas - only “instructors” [126]. Venediktov effectively recognized
Donetsk and Luhansk as “people’s republics,” insisting that their “armed
forces” were separate entities, not part of the Russian army. While he
does not shy away from using the word “war,” unlike other propagandists,
he pairs it with Kremlin clichés: “special operation,”“civil war in Eastern
Ukraine,”and “operation of subjugation.”He downplays Ukraine’s successes
in resisting Russian aggression, claiming that liberated territories “may
soon fall under Russian control”and reminding audiences that “over 20%
are already occupied.” Venediktov dismisses Ukraine’s decolonization
policy as nothing more than “a cry of despair”

Venediktov rarely states such opinions outright; instead, he tends
to drop them almost casually. This nuanced approach often appeals to
audiences unwilling to accept propaganda delivered in a blunt fashion.

His YouTube channel, Zhivoy Gvozd, follows a similar approach. It em-
bodies the familiar “nothing is black and white” attitude seen across many
so-called liberal Russian outlets — a perspective shaped by intertwining
anti-war sentiments with arguments that, at times, legitimize the war, as
noted in a report by the Pylyp Orlyk Institute for Democracy [127].

On Zhivoy Gvozd, one can hear voices supporting Ukraine and con-
demning Kremlin policies. But propagandistic “inserts” allow Putin’s
narratives to seep into a liberal-leaning audience.

“Zhivoy Gvozd is neither an independent Russian media outlet nor
professional journalism. It is a propaganda project tailored for a specific
Russian ‘liberal’audience - those who claim to dislike Putin yet refuse to
‘give up’ Ukraine. This audience is fed a liberal-imperial stew seasoned
with Kremlin sauce,” the researchers conclude.

Journalist Oleg Kudrin describes the method as follows: “In Venediktov'’s
school of journalism, the goal is not to bring the reader, viewer, or listener
closer to understanding, but first and foremost to skillfully manipulate events,
facts, examples, and comparisons” [128].
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One of the most striking episodes exposing Venediktov as a Kremlin
agent was his comment on the Russian missile strike against a shopping
mall in Kremenchuk on June 27, 2022, which killed dozens of people.
“Before everyone starts shouting nonsense from all sides, you need to look
at this missile, designed back in the late 1960s, and see in its technical
specifications that it can deviate from its target by 600 meters. Will anyone
mention that? So it can miss by half a kilometer - this is not high-tech
weaponry. And then people reading about this horror in Kremenchuk will
at least understand that it wasn’t some evil major giving an order to delibe-
rately hit civilians. Accidental victims are still victims. But they are different
victims. Intent is what makes you a criminal,” said Alexei Venediktov [129].

In essence, Venediktov absolved Putin of responsibility, mentioning
only the “major” who executed the strike — and even then, he does not
consider executors to be war criminals unless their “intent”is proven.

This rhetoric is the same Venediktov uses in conversations with Western
politicians and experts during his regular visits to the West; meanwhile,
unlike most “liberal” Russian media figures, he continues to live in Russia.
Considering his openly acknowledged friendship with Putin’s press secretary
Dmitry Peskov and his extensive network within the Kremlin elite, his role,
mission, and functions may extend far beyond journalism - to influencing
during personal meetings, probing attitudes, and gauging elite sentiment.

Accusations of working for the Kremlin have also come from Russian
opposition figures. In particular, Venediktov is criticized for championing
the concept of electronic voting — a system that now makes it easier for
the Kremlin to manipulate election results [130].

It is therefore unsurprising that in 2022, Oksana Romaniuk, director
of Ukraine’s Institute of Mass Information, refused to accept a German
freedom of speech award upon learning that she had been nominated
alongside Venediktov [131]. “I cannot imagine physically standing on the
same stage and sharing an award with Venediktov — a Kremlin’s ‘official
liberal, a political technologist who repeatedly pushed Kremlin propaganda,
publicly called Putin his ‘only boss,” and boasted of ties with Lavrov, Peskov,
and other officials,” she said.
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Scale and Significance of Agents of Influence

The examples above - ranging from entire media ecosystems shielded
by law and democratic principles to so-called “independent” experts and
journalists — reveal the diversity of Russian influence agents and the depth
of their infiltration. It is evident that countering them is an exceptionally
difficult task.

Influence agents can be classified by their motivation:

- Material - financial incentives or other forms of reward;

+ ldeological - belief in Putin and Russia, or hostility toward Ukraine

and the West;

« Targeted recruitment — a process involving psychological mani-

pulation, bribery, or even blackmail as leverage.

The recruitment and cultivation of influence networks is a process that
spans decades. “Russian intelligence does not recruit someone for a year or
two and then abandon them. No - they often work with an individual for 20
years. We know cases where recruitment stretched over years, starting back
in the 1970s and 1980s,” noted Nathalie Vogel, a researcher at the Institute
for World Politics in Washington [132]. Recruitment targets are not limited
to politicians, diplomats, or academics. Media professionals are equally
valuable due to their connections, access to platforms, and ability to shape
public opinion. They require no training to amplify narratives favorable to
Russia or to undermine trust in its opponents — all while preserving the
facade of being “independent.”

The Ukrainian analytical project Texty has compiled data on indi-
viduals and organizations that, in various ways, support Russia and its
policies across 19 European countries. The database currently includes
1,300 individuals and about 900 organizations, and it is periodically
updated [133]. This is far from an exhaustive list of the “bacteria of the
Russian world.”

In today’s globalized information space, influence agents can form
networked infrastructures linking media outlets, think tanks, political
groups, academia, business, culture, and individuals. In many cases, these
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networks operate as part of long-term strategies implemented through
official or semi-official Russian institutions. Modern communication tools
allow influence agents to disseminate messages instantly, massively,
and with virtually no geographic limitations. For instance, emigration
does not prevent pro-Russian bloggers and commentators from shaping
Ukraine’s information environment through social platforms. Their actions
often raise no suspicion, as they appear to be analysis, expert opinion,
or investigative journalism. Attempts by states to expose or restrict their
influence are criticized as “suppression of dissent” or “restrictions on
freedom of speech.” Russia, meanwhile, successfully employs influence
agents as a key instrument of hybrid warfare - legitimizing its actions,
sowing chaos, undermining democratic institutions, and fostering division
within other societies.
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V. How Russian Disinformation
Works Against Ukraine

What Russia Truly Seeks

In October 2022, Russia accused Ukraine of planning to deploy a so-
called“dirty” nuclear bomb. At the time, Russian Defense Minister Sergei
Shoigu even personally called the defense ministers of the United States,
the United Kingdom, France, and Turkey [134].

A “dirty bomb” is not a nuclear weapon. It is an explosive device
containing radioactive materials, triggered by conventional explosives.
In theory - since no one has ever used such a bomb in practice - its
purpose is to contaminate the area surrounding the blast site. The accu-
sation against Ukraine was absurd and entirely unfounded, yet Russia
elevated this disinformation to the highest level. The Russian Ministry of
Defense contacted NATO military commanders and published a “map”
of the supposed consequences of an explosion allegedly planned in
Enerhodar - a city near the Zaporizhzhia nuclear power plant. Ukraine,
in turn, was forced at the highest level not only to refute the falsehood
but also to assure that its nuclear institutions and research centers were
fully open to inspections by the International Atomic Energy Agency.

In May-June 2023, Russia declared the then Commander-in-Chief of
the Ukrainian army, Valerii Zaluzhnyi, and the head of the Main Intelligence
Directorate, Kyrylo Budanov, dead or gravely wounded [135; 136].

The backdrop for the fake news about Zaluzhnyi’s death was his
absence from several official events, while disinformation about Budanov’s
alleged death or severe injury was synchronized with a series of missile
strikes on Kyiv. Fabrications about “a bunker strike in Kherson region
where Zaluzhnyi was located” and “efforts to save Budanov in a German
clinic”spread not only across social media but also on Russian television,
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including by prominent propagandists such as Vladimir Solovyov. He
cited a report from the German outlet Stern — a report that never existed.
According to German journalists, the disinformation about Budanov’s
“serious injury” originated from a fake Italian news agency, Nova News.
The article carrying this falsehood was published in English, Spanish,
Italian, German, Serbian, French, and Croatian.

In May 2022, Russian Foreign Minister Sergei Lavroy, in an interview
with the Italian TV channel Mediaset, claimed that Hitler “had Jewish
roots” He insinuated that the Jewish heritage of Ukraine’s President
Zelensky supposedly did not contradict the need to “denazify” Ukraine.
This long-standing campaign accusing Ukraine of “Nazism,” aimed at
both Russian and international audiences, reached its peak. Lavrov’s
words triggered a diplomatic conflict with Israel, forcing the minister to
apologize [137].

While attacking Ukraine’s energy infrastructure, Russia spread false
narratives about a looming “black winter” without heat or electricity,
allegedly awaiting Ukrainians. Seeking to sow panic and discredit the
Ukrainian government, propagandists claimed that the state was selling
electricity abroad and profiting from rising tariffs while its own people
sat in darkness [138].

Ukrainian children abducted by Russia became a bargaining chip for
propaganda.

In April 2022, Russian media circulated a false report alleging that
“the Ukrainian regime sends children to the front lines.” To reinforce
these lies, Russians used footage of deported children. At the same
time, propaganda portrayed these minors as having been “rescued” from
Ukraine and“given a new life”in Russia [139]. In reality, forced deportation
and identity alteration of children constitute war crimes. In March 2023,
the International Criminal Court in The Hague declared that Putin was
“likely responsible for the war crime of unlawful deportation of population
(children) and unlawful transfer of population (children) from occupied
areas of Ukraine to the Russian Federation,” issuing an arrest warrant for
the Russian dictator.
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These examples illustrate how Russia, through disinformation across
multiple spheres, formats, and audiences, seeks to achieve goals it set
many years ago. Certain strands of disinformation should not be viewed
as isolated phenomena aimed at local outcomes. This is a systemic poli-
cy — a web of interconnected elements. It is a spider’s web of meanings,
narratives, and cases designed to entangle Ukraine, its citizens, and those
who make decisions.

The ultimate ambition of the Kremlin is to dismantle Ukraine’s presence
as a recognized subject in the international arena. Russia strives to convince
the world that Ukraine is merely a problematic fragment of “Greater Russia,”
incapable of independent existence and, without external control, posing
a threat to itself and others. That it is a failed state whose territory should
either be absorbed into the empire or divided among its neighbors [140].

Russia seeks to discredit Ukrainian leaders, dismantle state institutions,
erase Ukrainian identity, re-educate the youngest generation, and raise
them as cannon fodder for future wars. Russia wants to destroy Ukraine.
This understanding must underpin any description of the directions of
Russian disinformation, its narratives, messages, and the specific false-
hoods that fill them.

Key Directions of Kremlin Disinformation
About Ukraine

Research interest in Russian disinformation intensified after the an-
nexation of Crimea and the outbreak of war in the Donbas in 2014, and
especially with the onset of the full-scale invasion in 2022. Experts in in-
formation warfare, fact-checkers, and journalists have repeatedly outlined
and described its key directions. However, it is important to understand
that the Russian disinformation system is like a figure molded from clay:
it can shift its emphasis and elements, integrate new parts, or discard
outdated ones. Thus, while the core list of major narratives remains largely
stable, their form is fluid and requires constant analysis and refinement.
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Yevhen Fedchenko, founder and editor-in-chief of the fact-checking
resource StopFake, defines major narratives as “tools for constructing a global
worldview for different audiences, instruments for shaping an ideological
paradigm and new identities”[141]. Here is the list of fundamental directions
on which the system of Russian information aggression rests. They are
designed to reshape the worldview and construct identity, serving as the
foundation from which subsequent streams of disinformation emerge.

1. Ukraine has no right to exist as an independent state. According
to this narrative, Ukraine is portrayed as an “artificial construct” with no
legitimate grounds for sovereignty.

2. The West is using Ukraine. By framing Ukraine as a powerless
proxy of the “collective West,” this narrative erases its sovereignty and
autonomy. It reinforces the idea that, after exploiting Ukraine, Western
powers will abandon it to face the consequences alone.

3. Ukraine is a state in deep systemic crisis - weak and doomed.
It is portrayed as incapable of overcoming chronic ailments such as
lawlessness and corruption, suggesting inevitable collapse.

4. Ukrainian society is divided. Russia seeks to exploit every real or
fabricated difference among Ukrainians, deepening rifts and provoking
internal conflicts.

5. Ukraine’s military and political leadership is incompetent.
The crisis and hardships caused by Russian aggression are blamed on
state leaders, while battlefield setbacks are attributed
to military command. This is reinforced by constant calls for resignations
and snap elections.

6.The Armed Forces of Ukraine are weak, ineffective, and criminal.

|u

“unprofessiona

Undermining trust in the army aims to erode both societal and military
readiness to resist aggression.

7. "Protecting Russian speakers,” “saving Donbas,” “restoring
justice,” and similar claims. Various versions of Russia’s alleged noble
mission are used to morally justify its invasion of Ukraine.

8. Ukraine is a Nazi/Fascist state. This globalized justification
frames Russia not merely as “defending Russian speakers” but as waging
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a righteous struggle against a cruel, misanthropic ideology allegedly
dominant in Ukraine.

This list is not exhaustive, yet these key narratives have been deployed
by Russia for many years — and remain just as relevant in 2024-2025.

How Disinformation Narratives Operate

The Main Directorate for Moral and Psychological Support and the
Research Center for Humanitarian Issues of the Armed Forces of Ukraine
published a collection of informational and analytical materials titled
“100 False Russian Narratives About the Russo-Ukrainian War” [142].
Using several examples from this collection, we will illustrate the link
between disinformation narratives and the strategic directions of Russian
propaganda in Ukraine.

“Ukrainian lands are historically Russian”. This claim denies Ukraine’s
right to exist (No. 1 in the list of major narratives), justifies occupation
through “historical justice” (No. 7), and asserts that the West artificially
“cut off Russia” from its ancestral lands (No. 2).

“Russia claims that during its so-called “special military ope-
ration,” its forces confronted nationalist formations rather than
Ukraine’s regular army”. Here we see an attempt to discredit the regular
army — suggesting that only radicals without legal status are fighting
(No. 6 in the list); spreading the image of Ukraine as a“Nazi” state (No. 8);
and denying Ukraine’s legitimacy - portraying it as an incomplete state
defended not by an army but by criminal gangs (No. 1).

“The West does not allow Ukraine to engage in peace negotia-
tions”. Russia promotes the image of Ukraine as lacking independence,
forced to fight (No. 2), incapable of reaching agreements (No. 3), and
led by an incompetent government unwilling to seek peace (No. 5).

“Europe will freeze because of Ukraine”. This narrative has been
a recurring tool for Russia - first in the context of so-called gas wars,
and later during the suspension of gas supplies to Europe. Here we see
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No. 2 (sanctions imposed by the West against Russia allegedly harm
ordinary Europeans and Ukrainians), No. 3 (Ukraine is in crisis and unable
to ensure gas transit), and a reminder that supporting an“artificial” Ukraine
harms Europe (No. 1) - implying that dealing with Russia would be far
more reliable.

Below is a visual matrix illustrating the interaction of other narratives
within these strategic directions. The key directions are presented in the top
row. In the vertical column are common narratives documented in research
by the Center for Countering Disinformation of the National Security
and Defense Council, the Institute of Mass Information, Detector Media,
StopFake, the Ukrainian Crisis Media Center, as well as by the authors of the
collection “100 False Russian Narratives About the Russo-Ukrainian War.”

Table 1. Interaction of Additional Narratives within
the Key Directions of Russian Disinformation
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Let us examine these narratives
in greater detail.

The confrontation between Ukraine’s army and its president. This
narrative is designed to sow distrust between the military and the country’s
political leadership. Its impact is multidimensional:

«  First, itamplifies the broader narrative of internal division (No. 4 in
the list), portraying the elites as incapable of reaching consensus
or acting in unity.

« Second, it simultaneously discredits both the president and the
army (Nos. 5 and 6), undermining confidence in the state’s gover-
nance and defense capabilities.

« Third, it paints Ukraine as an unstable and ineffective state in deep
crisis (No. 3), where even wartime cannot foster unity.

This narrative operates at the intersection of several core themes,

eroding both the vertical chain of command and societal cohesion.

Ukraine is allegedly preparing provocations at the Zaporizhzhia
Nuclear Power Plant. Here, the narrative seeks to create the impression
that it is not Russia — constantly threatening “nuclear escalation” — but
Ukraine that poses a danger to regional and global nuclear security. It
discredits the Ukrainian army (No. 6) and the country’s political leadership
(No. 5). This storyline fits neatly into the image of a systemic crisis within
the state (No. 3), suggesting that in its desperation, Ukraine is ready to
resort to the most radical measures. Accusations of provocation demonize
Ukraine in the eyes of foreign audiences, portraying its leadership as
unscrupulous, misanthropic, and bloodthirsty (No. 8). In this way, Russia
attempts to justify its presence at the Zaporizhzhia plant, claiming it is
“protecting”the facility from threats allegedly posed by an irresponsible
and irrational Ukraine.

Ukrainian soldiers allegedly fire on civilians and commit acts
of terror against peaceful populations. This narrative demonizes the
Ukrainian army (No. 6), portraying its soldiers as ruthless criminals who
will stop at nothing. It also appeals to the theme of “protecting Russian
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speakers” (No. 7), framing Russia’s so-called “special military operation”as
an act in the interest of Ukrainians themselves. Accusations of terrorism
reinforce the image of Ukraine as an inhumane, fascist state (No. 8).

The Ukrainian army sells weapons on the black market. This narra-
tive discredits Ukraine’s armed forces (No. 6) by depicting them as corrupt,
ineffective, and uncontrollable - a structure harmful both to Ukraine
and its allies. It strengthens the perception of a deep systemic crisis in
Ukraine (No. 3), where the army allegedly acts against national interests.
By undermining trust in Ukraine’s military command, it nudges audiences
toward the conclusion that the West is justified in withholding critical
weapons from Ukraine.

The President of Ukraine is illegitimate. This is a direct attempt
to discredit Ukraine’s political leadership (No. 5) for both domestic and
international audiences. The narrative also reinforces strategic direction
No. 1 — denying Ukraine’s right to exist as an independent state: if the
president is illegitimate, then true sovereignty supposedly does not exist.
Finally, it fuels internal conflict (No. 4), as it can provoke Russia-inspired
escalations of political strife, protests, and unrest.

Russia is fighting NATO, not Ukraine. This narrative seeks to justify
Russia’s aggression against Ukraine by framing it as “forced self-defense”
within a global conflict. It aligns with the strategic theme of “Ukraine as
a tool of the West” (No. 2) and reinforces the claim that Ukraine lacks the
right to independence (No. 2). In this framing, Ukraine is reduced to a
territory or an instrument, never a sovereign actor. Such rhetoric aims
to legitimize the war’s duration and brutality in the eyes of both Russian
and international audiences.

Russia is fighting a nationalist regime, not Ukraine. Similar narra-
tives have been repeatedly employed by Russia (and previously the USSR)
during acts of armed aggression, presenting them not as attacks on
another state but as struggles against a hostile and therefore illegitimate
“regime.” This narrative discredits Ukraine’s political leadership (No. 5),
depicting it as a “regime” or “junta.” The frequent use of the phrase “Kyiv
regime”also serves to pit the capital against the regions, fueling internal
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divisions (No. 4). The “regime”is portrayed as a threat from which peaceful
civilians must be saved (No. 7). Ultimately, this narrative denies Ukraine’s
right to the form of statehood it has chosen (No. 1), suggesting that a
“true” Ukraine can only exist under Russia’s “protection.”

Weapons supplies prolong Ukrainian suffering. This narrative
portrays foreign support as the source of tragedy. It reinforces the
strategic theme of “Ukraine as a tool of the West” (No. 2), presenting
Ukraine as a pawn in the hands of external powers that prolong the war
for their own interests. At the same time, it discredits Ukraine’s leadership
(No.5), accusing it of prioritizing political goals over the lives of its citizens.
In essence, this narrative seeks to demoralize Ukrainians, discourage
resistance, and persuade foreign publics to demand a reduction or
cessation of aid to Ukraine.

Russia’s “holy war” against satanists, in defense of Christianity
and traditional values. This narrative frames Russia’s aggression against
Ukraine as a lofty spiritual mission. It legitimizes the invasion (No. 7 in the
list) and can be persuasive for audiences inclined toward religious fun-
damentalism. At the same time, it discredits Ukraine’s leadership (No. 5)
and attributes to modern Ukraine a range of “-isms” (No. 8) designed to
provoke a strong negative emotional response. By doing so, the narrative
supports strategic direction No. 1 — denying Ukraine’s right to exist - since
Ukraine is depicted as a source of evil that must be eradicated. The idea
of a”holy war”is particularly dangerous because it glorifies aggression,
justifying its most brutal and criminal forms.

Ukrainian refugees harm those who host them. This narrative aims
to undermine international support for Ukraine, especially among Western
nations. It advances strategic direction No. 4 (deepening divisions) by
fueling tension between host-country populations and Ukrainian refugees.
It portrays Ukrainians as a threat or a burden. Simultaneously, it stirs
friction between refugees and those remaining in Ukraine, presenting
Ukrainian society as a source of problems and dangers “exported” abroad
(No. 3). This narrative not only demoralizes Ukrainians but also works to
reduce humanitarian and political support for Ukraine in the long term.
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Peoplein eastern and southern regions do not support the govern-
ment, which therefore resorts to violence and repression against
them. This narrative employs the familiar tactic of “dividing into categories,”
deepening internal rifts (No. 4) while denying the foundations of Ukrainian
statehood - suggesting that the “Kyiv regime” cannot maintain control
without coercion. In line with No. 7, it legitimizes Russian aggression as
“protection of the oppressed,” while claims that Ukrainian authorities use
violence against their own citizens portray them as brutal and “fascist” (No. 8).

Russia fights Western imperialism (neo-colonialism) in Ukraine
and strives for a multipolar world. This narrative frames Russia’s armed
aggression as part of a“struggle against the West for a just global order”
(No. 2), simultaneously objectifying Ukraine and justifying Russia’s actions
aimed at its “liberation.” It also echoes No. 1: if Ukraine is merely a tool of
the West, its statehood is portrayed as illegitimate. This narrative resonates
strongly in countries with colonial histories, where anti-Western and
anti-globalist sentiments are prevalent.

Ukrainian lands are historically Russian. This narrative is central to
No. 1, as it directly denies Ukraine’s right to exist within its constitutional
borders. Ukraine’s efforts to defend its sovereignty are framed as unlawful
or temporary. It also supports No. 7, legitimizing aggression as “returning
what is rightfully ours,”and No. 8, where derussification and rejection of
the imposed“shared cultural heritage”are branded as Nazism. Combined
with other narratives, this forms the ideological backbone of the war,
portraying Ukraine’s resistance as a “vassal’s rebellion.”

The U.S. allegedly funded, developed, and managed secret programs
for creating biological weapons in Ukrainian laboratories, testing them
on local populations and supplying Ukraine with such weapons to
attack Russia. This narrative blends conspiracy theories with demonization
of the West, reinforcing strategic direction No. 2: portraying Ukraine as
a non-sovereign testing ground for America’s anti-Russian experiments.
References to biological weapons also feed into No. 6, discrediting the
Ukrainian army as willing to commit crimes against humanity. The notion
of American interference — something Russia claims to have “liberated”
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Ukraine from - allegedly legitimizes Russian aggression (No. 7), while
horrific details like human experimentation create an image of absolute
evil, justifying a war of annihilation.

Ukraine is an“anti-Russia”. The essence of this narrative is that Ukraine
was created and exists solely to harm Russia. It portrays Ukraine as an
artificial construct rather than a legitimate state (No. 1), whose existence is
inherently threatening. Within No. 7, the narrative legitimizes war as “defense
against an aggressive anti-Russian project. By emphasizing radicalism and
xenophobia, it strengthens No. 8, depicting Ukraine as an inhumane, brutal
regime, and No. 3, illustrating hopelessness and lack of future prospects.

The government mobilizes citizens with blatant violations, aiming
to fight “to the last Ukrainian”. This narrative seeks to erode trust in
the authorities within Ukrainian society (No. 5), portraying the political
leadership as cynical and irresponsible. Claims of lawlessness and coercion
deepen divisions between civilians and the military, fueling public discontent
(No. 4). By depicting mobilization as chaotic and inhumane, the narrative
reinforces the image of a state in crisis, collapsing from within (No. 3). It also
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discredits the army (No. 6), presenting it not as a force of resistance against
external aggression but as an instrument of violence against its own people.

Disinformation narratives rarely exist in isolation; instead, they reinforce
one another, creating a web of interconnected messages. These links can
be traced and analyzed. For example:

“The Illegality of the President” < “The Confrontation
Between the Army and the President”

“Russia is at War with NATO” < “Ukraine is ‘Anti-Russia” <
“The Fight Against Imperialism”

“US Biolabs” < “Ukraine is ‘Anti-Russia” < “Russia is at War with NATO”

“Mobilization to the Last Ukrainian” < “Weapons
Supply Continues Suffering”

There are thousands of anti-Ukrainian messages in Russian disinforma-
tion, along with individual fake stories - fabricated facts or reports — that
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promote them. Ukrainian and international analysts record new variations
every day. Yet, almost all of these messages fall within eight core disin-
formation frameworks that have taken shape since 2014 and have been
deployed more aggressively since 2022.To craft persuasive and impactful
narratives within these frameworks, Russia meticulously studies diverse
audiences both inside Ukraine and abroad.

Audience Profiles Targeted by Disinformation

Russian disinformation is typically aimed with precision at specific
audiences. This targeting is rooted in a deep understanding of fears, traumas,
needs, and vulnerabilities within distinct social groups. The Kremlin does
not merely spread falsehoods - it deliberately “drills” them into people’s
minds to achieve maximum impact. That is why it is crucial to identify not
only what Russian propaganda communicates, but also to whom and for
what purpose.

We have grouped audiences by their informational vulnerability, drawing
on consolidated observations from the Institute of Mass Information,
StopFake, Detector Media, and the Center for Strategic Communications, as
well as our own analysis of fakes systematically aimed at certain segments
of Ukrainian society. This classification is not exhaustive, but it helps reveal
the weak points exploited by Russian propaganda and provides a clearer
basis for countering disinformation effectively.

Table 2. Target Audiences for Russian Disinformation

citizens and those
nostalgic for the
Soviet Union
(pensioners)

Union, trust in Russian
sources, linguistic
proximity, informational
isolation, susceptibility
to anti-Western rhetoric

channels), Russian social
networks (via VPN),
YouTube, Telegram
channels, word of mouth

Strategic
Audience Vulnerabilities Channels of Influence | Directions
(Narratives)
Pro-Russian Nostalgia for the Soviet Television (satellite

No. 1, 2,
3,6,7,8
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Emotional burnout,

Fake Pages and Targeted
Advertising on Social
Media, Comments

Patriotically critical attitude toward Under Posts of Officials
minded, active authority, sensitivity to and Opinion Leaders — No.3,4,5
Ukrainians betrayal, and a sharpened | Narrative Infiltration in
sense of justice Discussions, Emotional
Videos on TikTok
and Instagram
Local Telegram channels
Affected and group chats, the
Categories: Traumatization, “word-of-mouth”
Internally disorientation, erosion network, fake media
displaced of trust in the state, outlets (Russian
- - No.3,4,5
persons, refugees, |and deep frustration sources disguised
and residents caused by the loss of as local), fraudulent
of frontline home or property. volunteer pages, and
territories. targeted advertising
on social platforms.
Stress, e.mot|onal All available channels
exhaustion, fear for loved )
. of influence, targeted
ones, and heightened advertising on social
Military Personnel |sensitivity to attempts ; 9 . No. 2,3,
. o : - L media, pseudo-analytical
and Their Families |at discrediting military . 4,5,6
X content, and direct
leadership or to fake o
. communication initiated
narratives about
by the adversary.
losses and betrayal.
Tiktok, youtube shorts,
. instagram reels — short,
Consuming large - A
4 . emotional, visually
amounts of social media captivating clips
content amid a deficit P gcip
Youth, teenagers, . . with provocative
. of critical thinking, the p ” X No.3,4,5,6
and children ) truth.”gaming
influence of bloggers L .
communities, discord
and trends, and R .
- - servers — infiltration
isolation from adults )
through influencers
or“jokes”in chats
Church communities,
priests, and religious
Fear of losing traditions, | news outlets. youtube
moral anxiety, sensitivity |channels, telegram
Religiously to issues of church channels offering
Oriented schism, “satanism” spiritual guidance. No.1,2,4,7
Audiences or“defense of faith,” forums and facebook

and the influence of
religious leaders

groups - a blend
of spiritual content
and geopolitical
disinformation

104 | The White Book: Navigating the Russian Propaganda Minefield




Telegram, youtube,
anonymous forums,
and private social
media groups where
“insider” information
is exchanged

Distrust of official sources,
inclination toward

alternative “explanations”
and sensations, and a pull
toward “alternative truth”

Individuals or
Communities with
Conspiratorial
Thinking

No.2,3,4,5

Itis evident that Russian disinformation strategically crafts its narratives
to target distinct audience groups. It targets vulnerabilities that have
emerged or deepened due to the war: fear for the future, loss of trust in
institutions, psychological trauma, economic instability, social isolation,
and the longing for simple answers. It exploits cultural nuances, the lack of
critical thinking, and emotional fatigue. This very flexibility and precision
make Russian disinformation both effective and dangerous. Let us now
delve into specific examples that demonstrate how these narratives
take shape within large-scale information campaigns. The goal of these
campaigns is not only to construct a distorted picture of reality but also
to demoralize Ukrainian society, undermine trust in the government and
state institutions, sow panic, and ignite internal conflicts. In doing so, they
aim to help Russia achieve greater tactical or strategic gains.

Mechanics of Influence: Examples of Russian
Disinformation Campaigns

Bucha: Denial of War Crimes Commiitted by the Russian Army and
the Narrative of “Staged” Civilian Executions. The town of Bucha near
Kyiv was occupied by Russian forces in late February 2022. During the
occupation, which lasted until March 31, Russian troops killed, tortured,
and raped residents. When Ukrainian soldiers entered the town, they
discovered dozens of bodies lying in the streets. Hundreds of Bucha'’s
residents were buried in a mass grave.

“The bodies of the dead remained on the same streets where they were
later found by Ukrainian forces after Bucha’s liberation. This is confirmed by
an analysis of Maxar Technologies satellite imagery published by The New

V. How Russian Disinformation Works Against Ukraine | 105



BoiiHa ¢ peiikamu

- _ York Times. Examining several streets,
ndepisan o s e oo o e the outlet’s staff proved that civilians
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April 2022 [143].
Investigations into the crimes com-
= Bmmmmm%mf;;wm mitted by Russian occupiers in Bucha
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media worldwide. What Ukraine and
the world saw in Bucha became one
of the turning points in the perception
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«War on Fakes~ with a «refutation- of the massacre in Bucha

Russia labeled the photos and videos
from the town as a “staged provocation,” a “fake,” allegedly orchestrated
by either Ukrainian or Western intelligence services. Russian politicians
and diplomats, state media, Telegram channels, and bot farms began

",

circulating multiple versions: “the bodies were brought later,"“the corpses
were fake,"“people died because of Ukrainian shelling,”and so on [145].

To legitimize these lies, the self-proclaimed Belarusian president
Alexander Lukashenko joined in, promoting a narrative about a “British
trace in the Bucha staging.” In Russia, a feature film titled “The Witness”
was produced to reinforce the Kremlin’s version. At the same time, Putin
demonstratively awarded military units that tortured and killed Ukrainian
civilians — an act that effectively encouraged similar crimes [146; 147; 148].
These disinformation campaigns, launched in April 2022, continue in
waves to this day, intensifying around event anniversaries or in response
to new investigations.
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Russia is not merely denying its crimes or trying to evade responsibility;
this is a classic Russian technique of mirror projection, accusing Ukraine
and its partners of the very atrocities Russia commits itself. It is also a
blatant endorsement of brutality at the highest level - a clear message
to Ukrainians: “We will keep killing and torturing you in any territories we
manage to seize, so resistance is futile.” Tragically, over the years of war,
Russian forces have committed numerous war crimes across various
occupied regions of Ukraine.

Disinformation about the events in bucha also targets segments of
foreign audiences vulnerable to Russian propaganda. It seeks to reinforce
the myth of “Ukrainian Nazis," allegedly capable of mass killing their own
citizens for propaganda purposes. It supports fabricated accusations of
crimes against civilians by captured Ukrainian soldiers and amplifies false
claims about the supposedly dire situation of residents in the part of
Russia’s Kursk region that was under Ukrainian control in 2024-2025 [149].
The target audiences in this case include Russian citizens and residents of
post-Soviet states; citizens of Western countries who are disoriented or
susceptible to disinformation; segments of Ukrainian society — especially
those in frontline and recently liberated regions previously exposed to
Russian propaganda; and conspiracy theory enthusiasts.

The goal of these disinformation campaigns is to strip Ukraine of
legitimacy, justify Russian aggression as “self-defense” against Ukraine
and the West, discredit investigations into Russian war crimes, and break
Ukraine’s resistance.

Despite all rational arguments and evidence, the Bucha disinformation
campaigns have partially succeeded. In the eyes of Russians and foreign
audiences with pro-Russian views, they legitimized the invaders’ brutality
and discredited Ukraine. Among some Ukrainian civilians, these campaigns
triggered panic and fear of occupation. Even when Russia’s arguments
failed to convince the target audience that Ukrainians killed their own
civilians in Bucha, the disinformation created a “nothing is clear” effect,
undermining the sense of truth and destabilizing the worldview — making
people even more vulnerable to informational influence.
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Mobilization in Ukraine: From Civic Duty to the Image of an Internal
Enemy. “In my TikTok feed, almost every second suggested video is either
mocking the Territorial Recruitment Centers (TRCs) or sharing horrifying stories
about ‘bus raids, the comfortable lives of draft dodgers, or the miserable and
short lives of mobilized soldiers. Everything is done professionally - you can
see serious effort behind it. And that's despite the fact that | belong to a fairly
narrow information bubble. But the network is so saturated with these clips
that no bubble can filter the flow,” — Oleksiy Holobutskyi, political analyst,
April 2025 [150].

In the second half of 2022, Russia’s disinformation machine responded
to intensified mobilization processes in Ukraine by launching a large-scale
campaign aimed at disrupting mobilization, discrediting the Defense
Forces and military-political leadership, and demoralizing society. This
campaign has continued ever since, escalating during active phases
of combat, after changes in mobilization laws, and amid heated public
debates about replenishing the Defense Forces.

The main channels for spreading destructive content have been
Facebook, Telegram, and TikTok. Russia exploits fears, fatigue, and distrust
among Ukrainians, seeking to widen the gap between the government
and citizens, pit commanders against soldiers, and create regional or
social fault lines.

On Telegram, emotionally charged fakes circulate: reports of “Thuman-
hunting raids” by TRCs, descriptions and videos of conflicts during draft
notice deliveries, and footage of fights between servicemen and civilians.
Even when such content appears blatantly exaggerated or false, it fuels
anxiety and distrust; people grow accustomed to the idea that the threat
comes not only from the enemy but also from representatives of their
own state [151].

An analysis of 600 targeted Facebook ads revealed that the topic of
mobilization ranks among the top five themes used for informational
influence and manipulation [152].

On TikTok, disinformation appears in the form of short videos with a
strong psychological impact. Such content not only appeals to emotions but
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also reinforces negative perceptions of the entire hierarchy - from Territorial
Recruitment Centers to the army and the state as a whole - through a series
of visual cues that are easily consumed and widely shared among users [153].

This disinformation campaign targets a broad audience, with a focus
on men of conscription age, their families, as well as military personnel
and their relatives. Particularly vulnerable are individuals inclined toward
conspiracy theories: they are more easily persuaded that mobilization
is unjust and that “someone else” should serve instead. The campaign
intensifies and reinforces social divisions — distinguishing soldiers from
civilians and fragmenting groups obligated to serve.

Messages such as “while Western Ukrainians fight, Easterners relax in the
Carpathians,”“only the poor are mobilized,”“people are sent to slaughter”
are components of several narratives on which Russian disinformation
relies. According to the Center for Countering Disinformation, these
narratives include:

« “Mobilization in Ukraine is socially unjust,’

+ “The Ukrainian government wants to fight to the last Ukrainian,’

+ “Ukraine has no future” [154].
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Such videos are being widely circulated on TikTok
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Russian intelligence services seek to exploit conflicts arising during
mobilization to their maximum advantage. Individual incidents or fragments
are taken out of context or massively amplified to create a false impression
of how Ukraine replenishes its Defense Forces. Bot networks, content
factories, fabricated videos and audio, automated dissemination of
manipulative messages, and other technologies enable rapid scaling of
influence across diverse target audiences [155].

Ultimately, Russia aims to discourage Ukrainians from serving in the
Defense Forces, turn them against military personnel working in Territorial
Recruitment Centers, and provoke violations of the law, acts of violence,
and more. The consequences of this campaign are multilayered and
strategically dangerous. It heightens anxiety, fosters despair and distrust
toward institutions, and fuels tension between soldiers and civilians,
among different social groups, and across regions. In the long term, this
disinformation campaign is designed to undermine Ukraine’s defense
capability and political stability.

Pressure on Frontline Regions as Part of Russia’s Offensive. “Fakes
are flying toward Kharkiv along with missiles. The number of shellings has
increased significantly, and at the same time, Russians have launched a
large-scale information campaign aimed at intimidating and influencing
the city’s residents. People are being frightened with narratives about the
imminent capture or encirclement of Kharkiv. Against the backdrop of shell-
ing, Russian propaganda seeks to amplify fear among Kharkiv residents
through manipulation and disinformation,” — Kharkiv media outlet Nakypilo,
April 2024 [156].

Russia combines military operations with information-psychological
campaigns targeting residents of attacked territories. After relative stabili-
zation of the front, Kharkiv, Kherson, and Zaporizhzhia - regional centers
that Russia failed to capture (or, in Kherson's case, to hold) — came under
intense informational pressure, as their seizure remains part of the Kremlin's
plans [157]. These disinformation campaigns are a deliberate component
of war strategy, synchronized with ground offensives and aerial strikes.
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Suchmessages were sent by Russian propagandists to Kharkiv residents via messaging apps / dsns.gov.ua

Russia uses disinformation about frontline cities to intimidate and
demoralize local populations, amplifying the effect of physical threat. The
campaigns revolve around deliberate panic-mongering, creating a sense
of hopelessness, and spreading rumors about possible occupation or a
breakthrough at the front. The goal is to break psychological resilience,
trigger mass evacuation, destabilize the rear, influence local authorities’
decisions, and weaken regional capacity for resistance [158].

A distinctive feature of these information-psychological operations
is the mass distribution of forged documents — orders and statements
allegedly issued by government bodies and local authorities. At the
same time, Russians attempt to seize control of the information space
by creating “clones” of local media, including radio stations with nearly
identical names, and by physically destroying infrastructure that enables
the broadcast of Ukrainian radio and television [159; 160].

In April 2024, Russian forces launched a missile strike on the TV tower
in Kharkiv. The city and its suburbs were left without digital terrestrial
television. This was a deliberate move by Russia to sow fear among Kharkiv
residents and deepen the region’s informational isolation [161].

Every time hostilities intensify on a particular section of the front,
Russia uses disinformation to “decapitate” the frontline region, creating
an illusion of chaos and powerlessness. For example, the fake narrative
about removing documents from regional military administrations was
repeatedly circulated in Kharkiv and Kherson in various forms. Typical
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examples include fabricated reports of forced evacuations and alleged
massive car convoys leaving cities — images meant to suggest mass
escape [162; 163; 164].

The primary channels for spreading such disinformation are social
media, particularly local groups and chats of residents. Communication
and information exchange between occupied and free parts of regions
never cease, creating a convenient environment for manipulation and lies.
This tactic is especially common in Zaporizhzhia and Kherson regions,
divided by the frontline.

Informational pressure is accompanied by intensified artillery shelling,
airstrikes, and sabotage. All of this forms an integrated intimidation strate-
gy that disproportionately affects the most vulnerable social groups. Local
businesses become a separate target: unable to operate under constant
threat and alarming rumors, they undermine regional economic resilience,
reduce tax revenues, and push residents to leave. Those who remain may
become disoriented and lose motivation to participate in resistance.

War is dynamic, and its tactics evolve. The information space is equally
fluid. Therefore, interpreting the key directions of Russian disinformation
aimed at Ukraine remains open to further analysis and professional debate.
There is no doubt that at the core of the disinformation machine lies a
structured hierarchy of narratives forming the ideological framework of
informational aggression. These narratives are deeply integrated into the
Kremlin’s military and political strategies.

Russian disinformation operates at every level — from global to local. It
adapts quickly to changing circumstances, yet its campaigns can persist for
extended periods. Each audience receives messages tailored specifically
to its vulnerabilities.

The informational impact of Russian disinformation is aimed at
eroding trust in the army, society, and credible sources of information;
fueling internal conflicts; and stripping Ukraine of international support.
Disinformation undermines the moral, emotional, and political foundations
of Ukrainian resistance.
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Understanding this structure enables effective counteraction through
the development of critical thinking, media literacy, strengthening
societal trust, building resilient institutions, and ensuring high-quality
communication between the state, society, and the military.
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VI. How Russian Disinformation
Operates in Europe

What Russia Seeks to Achieve in Europe
Through Disinformation

In May 2025, a short video filmed on a train to Kyiv — showing French
President Emmanuel Macron, German Chancellor Friedrich Merz, and UK
Prime Minister Keir Starmer sitting down at a table — became the trigger for
a disinformation campaign. In one frame, Macron removes a napkin from
the table before speaking to journalists. Russian Foreign Ministry spokes-
person Maria Zakharova, followed by pro-Kremlin outlets, claimed it was
a packet of cocaine allegedly used by European leaders. The fake spread
rapidly, not only across Russian media but also in the English-speaking
segment of social networks. For example, American blogger Alex Jones,
known for his far-right platform Infowars, amplified the claim — garnering
thirty million views. Although fact-checkers quickly debunked the lie, the
disinformation had already reached a vast audience [165].

SSOCIATED PRESS

On the table in front of Emmanuel Macron is the same napkin / screenshot from a video by The Associated Press, source - apnews.com
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This attack on European leaders was unprecedented — both because
of the involvement of high-ranking Russian officials and its deliberate
breach of political etiquette. It marked a shift in Russian information-
psychological and disinformation operations against European countries
to a qualitatively new level.

Numerous Ukrainian and international studies - including those by
the National Institute for Strategic Studies [166], Detector Media [167],
the Jamestown Foundation [168], and the Polish Institute of International
Affairs (PISM) [169] - indicate that Russian disinformation in European
countries focuses on divisive themes aimed at discrediting political
institutions, deepening crises (including migration), supporting far-left
and far-right parties, and spreading conspiracy theories. The intensity of
these campaigns is increasing, particularly through the use of artificial
intelligence.

A distinct objective of Russian propagandists in the European arena
is to weaken support for Ukraine, ensuring it receives less military,
financial, and political assistance. Yet this is not the only link to Ukraine.
Disinformation campaigns across Europe mirror the patterns once
deployed - and still active — within Ukraine itself. This narrative system
cultivates a sense of internal crisis, undermines governmental legitimacy,
and spreads fear and distrust. These are the exact strategies employed
by Russia.

This resemblance is no coincidence. In 2013, Valery Gerasimov, the
long-serving Chief of the Russian General Staff, outlined the core principles
of hybrid warfare in his article “The Value of Science in Prediction” [170].
These ideas became known as the Gerasimov Doctrine. “The emphasis
of applied methods of confrontation is shifting toward the extensive use of
political, economic, informational, humanitarian, and other non-military
measures, implemented by leveraging the protest potential of the population.
All of this is complemented by covert military actions, including information
warfare and the operations of special forces,” he wrote.

The fact that Europe — much like Ukraine before — now faces this very
Russian strategy is evidenced by the combination of information attacks
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and numerous sabotage operations bearing a Russian footprint. The most
notorious among them: the damage to undersea cables in the Baltic Sea.
“Russia may be linked to a hundred suspicious incidents in Europe in 2024,”
stated Czech Foreign Minister Jan Lipavsky [171].

This means that Russia is, in fact, already waging a hybrid war against a
united Europe - employing disinformation, sabotage, and provocation. Yet
the threat potential is far greater. Putin has not abandoned his ambition
to seize all of Ukraine, nor his demands toward NATO, expressed in the
ultimatum of late 2021. His vision extends to reclaiming the former sphere
of Soviet influence, encompassing Eastern and Central Europe.

Putin also shows no intention of ending the war. Many experts argue
that, should hostilities in Ukraine cease, Russia would face an almost
insurmountable challenge in converting its economy back to peacetime
and reintegrating hundreds of thousands of soldiers into civilian life.
“Russia has long shifted to a war economy and continues to arm itself. We
must not believe that Putin will stop at Ukraine’s borders if he has come this
far,” declared German Defense Minister Boris Pistorius in his address to
the Bundestag. According to him, Germany must be prepared for war
by 2029 [172].

Ukraine’s Foreign Intelligence Service chief, Oleh Ivashchenko, warned
that after concluding its war against Ukraine, Russia could be ready
to launch aggression against Europe within two to four years. “We're
past the stage of ‘possibility’; the question now is when — and who's next.
Poland, the Baltic states, and Northern Europe remain in the danger zone,”
he warned [173].

Therefore, Russian disinformation in Europe should be viewed not
only as a tool for achieving political and economic objectives — such as
influencing election outcomes or lifting economic sanctions — but also
through the lens of potential military aggression, which may manifest as
hybrid or even kinetic warfare. Ukraine’s experience teaches us this: when
Kremlin propagandists boast on air about marching to Berlin and Paris,
these threats must be taken seriously — and preparations must begin.
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Key Vectors of Russian Disinformation
in Europe

A synthesis of observations, research, and analysis of Russian informa-
tion operations targeting Europe reveals several core directions:

+ Undermining trust in democratic institutions and political leaders;

« Fragmenting societies through divisive issues;

« Eroding confidence in Europe’s defense capabilities and the unity

of alliances (NATO, EU);

- Empowering extremist political forces;

+  Weakening support for Ukraine;

«  Promoting the image of a failing West;

« Positioning Russia as a strong alternative;

« Spreading and amplifying conspiracy theories.

These vectors operate simultaneously, often intersecting and reinforcing
one another. The intensity of activity in each area depends on the prevailing
information environment, internal crises, or developments in international
politics. The overarching goal remains clear: to dismantle Europe as a political,
security, and value-based entity. Let us examine each of these directions with
examples of fabricated narratives and disinformation campaigns.

Undermining Trust in Democratic Institutions and Political Leaders.

This vector aims to discredit and delegitimize political leadership
and democratic processes within EU member states. Russia disseminates
messages portraying European leaders as corrupt and incompetent,
eroding confidence in election results, judicial decisions, and reputable
media outlets.

Examples of narratives:

« EU leaders are driving their countries toward collapse [174];

«  The West is in decline, while BRICS begins to shape a new world

order [175].

Example in practice: ahead of Poland’s 2025 presidential elections,

Russia intensified its Doppelganger special operation. Within this campaign,
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Russian intelligence created websites and social media pages mimicking
legitimate Western media in both appearance and content. The core
messages deployed during Poland’s elections centered on criticizing
support for Ukraine, advocating for Poland’s exit from the European
Union, and discrediting the policies of Prime Minister Donald Tusk [176].

Fragmenting Society Through Divisive Issues.

Russian disinformation deliberately amplifies contentious topics such
as migration, race relations, LGBT+ rights, the COVID pandemic, climate
policy, and historical memory. The goal is to create the perception of deep
societal fractures. Narratives in this category intensify during elections,
protests, or periods of social crisis.

Examples of narratives:

- European elites stand against the people [177]. Russia has also
provided informational support to France’s “Yellow Vests” move-
ment, far-right anti-migrant groups in Germany, and advocates
for Catalonia’s secession from Spain [178].

Example in practice: During Pride events in Europe in 2023, there was

a surge of disinformation traced back to Russia. False reports circulated
about the creation of “LGBT units” within the Polish army. Additionally,
claims were spread portraying the LGBTQ community as a threat to
society [179].

Eroding Confidence in Europe’s Defense

Capabilities and Alliance Unity (NATO, EU).

Narratives in this category portray NATO as either an aggressive force
or, conversely, a weak and ineffective structure, while depicting the EU
as a failing union on the verge of collapse. Russia devotes particular
attention to fostering skepticism toward aid for Ukraine, undermining
trust in collective security, and fueling isolationist sentiments.

Examples of narratives:

«  TheEU is the root cause of all problems [180];

«  The EU/NATO /the West are weak and destined to fall apart [181].
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Example in practice: In spring 2025, Romania’s Ministry of Defense
reported a disinformation campaign on TikTok spreading fabricated
“evidence” of a supposed decision by Romanian authorities to deploy
troops to Ukraine. Officials stated these claims had no factual basis and
were clear attempts to sow fear [182].

Supporting Radical Political Forces.

Russia consistently backs far-left and far-right parties and movements
that oppose the foundational principles of the European Union and NATO.
Rather than crafting unique messages, Russia often channels resources
to bolster these forces during elections, leveraging local narratives. The
overarching vector remains unchanged: amplifying anti-migrant and
xenophobic sentiments, hostility toward the United States, Euroscepticism,
and anti-Ukrainian attitudes.

Examples of narratives:

« European elites have usurped power [183];

« Russia is a global power with its own sphere of influence, which

must include Ukraine [184].

Example in practice: Ahead of the 2024 European Parliament elec-
tions, Russia’s disinformation apparatus sought to sway public opinion
in Germany. These campaigns disseminated narratives discrediting
EU institutions and mainstream political parties while simultaneously
promoting far-right and far-left forces. Tactics included state-controlled
media resources and covert advertising on social platforms, notably
Meta [185].

Undermining Support for Ukraine.

Russia crafts an image of Ukraine as corrupt, ungrateful, or radical -
a so-called “fascist” state. The ongoing war is portrayed as distant, futile,
and dangerous for Europeans. These campaigns aim to provoke “war
fatigue,” fear of escalation, dissatisfaction with sanctions and military
aid, and ultimately reduce political, military, and humanitarian support
for Ukraine.
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Examples of narratives:
- War fatigue [184];

. Ukrainians kill civilians and commit war crimes [167].
Example in practice: On October 9, 2023, social media circulated a video
allegedly showing Western weapons being transferred to the Palestinian

group Hamas by Ukrainians. Fact-checkers confirmed the footage was
fabricated. The Institute for the Study of War reported that the Kremlin
exploited Hamas's attack on Israel for information operations designed
to weaken support for Ukraine, including spreading false claims about a
“black market for weapons” [186].

Promoting the Image of a Failing West.

This vector seeks to portray Europe as weak, chaotic, and morally
degraded - a civilization that has lost touch with reality. Russia pushes
narratives of economic decline, demographic crisis, and cultural identity
erosion, contrasting these with the image of a “stable” Russia. The goal
is to undermine faith in the West's ability to progress and strip away any
vision of a viable European project.

Example of narratives:

« Inflation and the energy crisis are the result of Europe’s misguided

policies [167].

Example in practice: Spain accused Russia of a disinformation attack
during Hurricane Dana in 2022. Intelligence services directly blamed
Moscow for spreading “fabrications and fake news” amid the disaster that
claimed at least 222 lives. “Pro-Kremlin actors focused on fostering public
distrust toward state institutions, delegitimizing support for Ukraine under
the pretext of prioritizing aid for hurricane-affected regions, and creating the
image of a country sinking into chaos,” the report stated [187].

Positioning Russia as a Strong Alternative.

This vector constructs an image of Russia as a guardian of traditional
values, a force restoring global justice, and a champion of a multipolar
world. Russia is portrayed as capable of challenging the West and leading
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a new world order alongside China, Iran, and states of the so-called Global
South.The aim is not only to legitimize Russia’s aggressive foreign policy
but also to win favor among Eurosceptics.

Examples of narratives:

«  Third World countries choose Russia over the West [167];

« Sanctions harm the West more than Russia [167].

Example in practice: Russian disinformation frames BRICS as a new
global power hub - an “UN 2.0” without the West, where Russia plays
a leading role [188].

Spreading and Amplifying Conspiracy Theories.

Russia systematically leverages and propagates conspiracy narratives —
from COVID-19 myths and alleged biolabs to sweeping notions of global
conspiracies, the “deep state,”and claims that major media outlets merely
echo a dictated agenda [173]. Such content not only destabilizes the
information space but also attracts individuals predisposed to distrust,
protest, or anti-elite sentiments. This vector also serves as a vehicle for
masking other disinformation messages under the guise of “alternative”
sources.

Examples of narratives:

« Ukraine hosts laboratories developing biological weapons [167];

. Western media lie [167].

Example in practice: Russian propagandists circulated a false report

about the death of Pope Francis, linking it to the so-called “Prophecy
of the Popes” - a list of 112 short Latin phrases allegedly describing all
popes from Celestine Il (1143) to the final pontiff who would reign before
the end of the world. Some interpretations claim this last pope is Francis
himself. The prophecy is widely believed to be a 16th-century forgery
created for political purposes [189].

These examples illustrate the scale and systemic nature of Russia’s
disinformation campaigns across diverse topics. The Russian disinformation

machine spreads thousands of fake stories and hundreds of narratives
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every month in numerous European countries [190]. This is a full-fledged
information war — an integral part of Russia’s hybrid warfare against the West.

The eight key directions of Russian disinformation create a conceptual
framework that helps us grasp the logic behind these attacks and view
each individual episode as part of a larger system. With this framework,
we can answer questions such as: Why did Russia spread a fake story
about European leaders allegedly using cocaine during their visit to Kyiv?

This episode operates across several vectors simultaneously. First and
foremost, it undermines trust in democratic leaders and institutions by
discrediting political figures through insinuations of unethical and illegal
behavior. It fractures societies by appealing to taboos, cultural codes, and
moral condemnation. It fuels conspiracy theories — such as the notion of
“elites using drugs.” Indirectly, it also supports radical political forces as an
alternative to “compromised” leaders in power. Finally, it erodes support
for Ukraine: a visit to Kyiv, which was in reality a powerful political gesture,
becomes discredited. This narrative serves Russia’s interests in the context
of war and negotiations.

To fully understand how Russian disinformation operates against Europe,
we must also examine its target audiences within European countries.

Who Is Targeted by Russian Disinformation
in Europe

“Russia poses a threat. This perception is undoubtedly strongest in the
northeast of Europe and gradually weakens as one moves southwest. | am
not suggesting that Spain or Italy feel no threat at all. But inevitably, there
is a geographical divide between the northeast and the southwest,” notes
Nathalie Tocci, Director of Italy’s Institute of International Affairs [191].

Yet geography is not the only factor shaping how Europeans perceive
Russia — and Russian disinformation in particular. Within every country,
certain social groups — due to psychological traits or socio-economic
status — are more or less susceptible to manipulative narratives. Local
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political traditions and the prevailing political climate often play a decisive
role. Myths about Russia’s historical role and the legacy of the Soviet Union,
along with romanticized notions of the “great Russian culture,” deeply
rooted in some European societies, create fertile ground for disinformation
and prolonged information-psychological operations.

For a deeper comprehension of these dynamics, we will examine three
typologies that structure the main audiences of Russian disinformation
throughout Europe.

Geographical Typology

Eastern Europe. Russia is perceived as an immediate threat, which
makes societies here less vulnerable to Kremlin-driven narratives. Moscow'’s
information campaigns often aim to erode trust in alliances and undermine
Western unity.

Western Europe. The discourse on Russia is less emotionally charged,
and public opinion tends to be more pluralistic. This creates space for
“alternative” interpretations of the war, sometimes tinged with notions
of neutrality.

Southern Europe. A sense of distance from the war fosters lower
sensitivity to Russian threats. Pro-Kremlin narratives frequently infiltrate
through channels linked to pacifist, anti-American, or anti-elite movements.

Northern Europe. While attitudes toward Russia are predominantly
rational and critical, vulnerabilities remain - particularly to operations
exploiting security concerns or refugee-related issues.

Central and Southeastern Europe (the Balkans). Here, historical, political,
and religious factors contribute to greater sympathy for Russia and a more
tolerant attitude toward pro-Kremlin rhetoric.

Political-lIdeological Typology

Far Right. This camp promotes narratives about “defending traditional
values,” “the migrant threat,” and “Europe in decline” - themes eagerly
amplified by Russia. Their rhetoric often mirrors Kremlin messaging about

a“decaying West.”
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Far Left. Anti-imperialism, anti-Americanism, pacifism, and nostalgia
for socialist models make this group receptive to claims about “NATO
provocations,”“loss of sovereignty,”and “Western double standards.”

Eurosceptics. They view the EU as a weak or top-down construct
that “fails to represent citizens' real interests.” Russian narratives aimed
at eroding trust in European institutions often resonate strongly within
these circles.

Pacifists. Their principled opposition to war frequently translates into
calls to halt military aid to Ukraine, evolving into rhetoric that “dialogue
with Russia is the only way forward.” Moscow exploits this stance to
weaken solidarity with Kyiv.

Systemic Critics. These groups harbor deep distrust toward govern-
ments, institutions, and the political mainstream. Russian narratives
reinforce their belief in “Europe’s dysfunction” or “elite corruption.”

Media-Psychological Typology

Conspiracy Theorists. Individuals inclined toward conspiratorial
thinking quickly embrace narratives about “biolaboratories,”“Masonic
plots,” or a “secret world government in Washington.” This audience

eagerly consumes any alternative storyline that contradicts official
accounts.

Low Media Literacy Groups. Lacking critical skills to assess sources,
they easily spread disinformation without verification - particularly among
the elderly and the very young.

Seekers of ‘Alternative Information’ Those who deliberately avoid
mainstream media, turning instead to “independent channels” or

bloggers they perceive as “voices of truth.” They become prime targets
for pro-Russian influencers or outlets masquerading as “independent
analysis.”

Active Social Media Users. Consumers of short videos, memes, and
emotional reactions often fail to distinguish source from context. Russian

disinformation exploits this group to amplify simple, viral messages.
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There are countries where Russian disinformation operates with
greater intensity — driven by geopolitical significance (Germany as a
key EU and NATO state), historical ties to Russia (the Balkans), or the
strong presence of radical political forces and anti-system movements
(France, Italy). Other factors include sizable Russian-speaking diasporas,
economic links with Moscow, and assets owned by Russian oligarchs
and politicians. In some cases, pro-Kremlin messaging is tailored to local
communities, even using minority languages. The Kremlin seeks to exploit
every vulnerability — underscoring the systemic nature of its information
war against the West.

Mapping European audiences through this typology highlights the
key pressure points of disinformation. Combined with its main thematic
vectors, this approach clarifies the logic behind targeting strategies. The
most effective way to illustrate this is through a visual matrix, where:

@ - primary focus of disinformation
O - secondary focus of disinformation.
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This matrix is neither a dogma nor an exhaustive framework; rather, it
serves as an analytical tool designed to navigate the complex and dynamic
landscape of disinformation influences. It offers a working model for
understanding which disinformation vectors dominate across different
regions and within specific social or ideological groups.

The primary focuses (@) are identified by their regularity, systemic
nature, and strategic importance for Russian propaganda targeting a
particular group or region. Secondary focuses (O) indicate a less prominent
yet noticeable presence of narratives. Importantly, @ in the table signifies
the thematic priority for Russian disinformation - not the vulnerability of
the audience or the effectiveness of the influence. Thus, the matrix reflects
not only the susceptibility of certain groups but also the intensity of the
Kremlin's efforts to target them. This approach enables a structured analysis
of disinformation campaigns. We encourage disinformation experts to
use this matrix as a flexible tool — one that can be adapted, refined, or
expanded to meet practical needs. It helps bring order to the chaotic
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stream of falsehoods and supports informed decisions on counteraction
formats and priorities.

How Russian Disinformation Is Evolving
in Europe

Let us examine several illustrative cases of Russian information in-
fluence in Europe. These examples not only showcase the diversity of
forms and mechanisms - ranging from technologically sophisticated,
multilingual special operations to manipulations within individual election
campaigns - but also outline the main directions of change. We are
witnessing a fusion of classic information tactics with cyber operations,
the use of artificial intelligence, targeted strikes on key institutions to
erode public trust, and the rapid adoption of new popular platforms,
including TikTok. These cases reveal how disinformation evolves from
isolated “drops”into a complex instrument of influence.

The Doppelganger Campaign. Active since at least 2022, this campaign
spans dozens of countries, including France, Germany, Italy, Poland, and
the United States. Its goal: to undermine public support for Ukraine,
discredit Western governments and institutions. To achieve this, Russian
actors create cloned websites mimicking leading media outlets, publishing
fabricated content. This material is then amplified through bot networks
and targeted social media advertising, enabling large-scale dissemination
of the narratives [192].

Operation“Matryoshka”. This operation targets the very institution
of fact-checking. Its mechanism is designed as a trap: false narratives
are deliberately submitted for verification, creating a scenario where
any response benefits the attackers. Ignoring the content is framed
as censorship; responding is portrayed as proof that the fake is worth
discussing. In this way, trust in fact-checking as an objective tool is
systematically eroded [193].
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The Portal Combat network unites nearly two hundred websites that
mimic local media outlets. In reality, it is a synchronized system for spreading
disinformation, targeting countries in Europe and the Global South. Content
is published in fifteen languages, with a significant portion generated
using advanced Al tools. While materials are tailored to local contexts,
they consistently reproduce core Russian narratives — from delegitimizing
Ukrainian resistance to accusing the West of fueling the war [194].

These examples highlight a new dimension of Russian disinformation:
technological sophistication, adaptability, and the ability to precisely
engage diverse audiences. Disinformation is increasingly transcending
the boundaries of a mere media phenomenon, becoming an integral
component of broader hybrid strategies.

The Romanian presidential elections in 2025, previously mentioned,
were accompanied by a wave of disinformation — much of it spread
through TikTok, a platform now frequently exploited for political influence,
particularly among younger audiences. Candidates representing far-right
forces, previously unknown to the general public, suddenly gained
visibility and support, largely due to aggressive promotion on social media.
Russian content factories and bot farms played a key role in amplifying
this trend.

The fate of the state was decided in the second round, where a
pro-European candidate ultimately prevailed. This success was largely
attributed to the mobilization of voters with higher levels of media literacy
and critical thinking [195].

Still, it is almost certain that Russia will persist in attempting to shape
political developments across European countries, using disinforma-
tion and other means to promote candidates aligned with its interests.
This highlights the pressing necessity to design and implement strong
countermeasures against Russian information operations.
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VII. How Ukraine Confronts
Russian Disinformation

For over eleven years, Ukraine has endured Russia’s armed aggression.
Throughout this period, Russian disinformation has evolved and intensi-
fied, while Ukraine’s countermeasures have gradually taken shape: starting
with initial government decisions and the rise of fact-checking projects
like StopFake and the TV program AntiZombie, and culminating in the
establishment of a broad network designed to resist hostile information
influence.

Neither government institutions, nor civil society, nor the media can,
on their own, mount a full-scale resistance to Russia’s efforts to control
Ukraine’s information space - first during hybrid warfare, and later amid
full-scale aggression. Only a united front can deliver a lasting and effective
defense.This collective approach allows for the development of a dynamic,
multi-level system with shared responsibilities, while preserving the agility
and coordination necessary to respond to evolving threats.

Those fighting Russian disinformation in Ukraine face numerous
challenges. Here are the key ones:

Key Challenges in Countering Russian
Disinformation

The Duration and Systemic Nature of Russia’s Information Aggression.
Russia’s coordinated actions against Ukraine, which can persist for years,
demand sustained and consistent countermeasures.

Vulnerability of Information Space to Infiltration and Dependence
on International Platforms. Ukraine’s national information environment
cannot be isolated, and a significant share of communication and content
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consumption occurs on platforms over which Ukraine has no control. These
challenges require constant monitoring, effective response tools, broad
information campaigns, and systematic detection of hostile information
operations.

The Scale and Speed of Fake News Dissemination. Neutralizing
disinformation calls for swift and coordinated action at all levels, supported
by a robust and enduring infrastructure capable of identifying and
debunking false narratives.

The Hybrid Nature of Threats. This demands an integrated approach
that combines informational, political, and military dimensions, while
taking into account Russia’s strategic objectives in the information domain.

Evolution of Disinformation Formats and Channels. The continuous
emergence of new formats, the development of platforms and techno-
logies - including the use of artificial intelligence - complicates identi-
fication and counteraction, requiring adaptive strategies and constant
updates to the toolkit.

Vulnerability of Target Audiences. It is crucial to employ communica-
tion strategies tailored to the social, cultural, age-related, and psychological
profiles of various groups - strategies designed to enhance their resilience
against manipulation.

Psycho-Emotional Challenges. Society is weary after years of war
and crisis, while Russia exploits every possible means, unrestricted in its
use of lies as a political instrument.

Legal, Ethical, and Political Challenges. Countering disinformation
demands a careful balance between safeguarding society and upholding
civil rights and freedoms, while the success of any solution ultimately
hinges on political will.

All these challenges converge into a single critical issue: Russia leverages
social media to advance its narratives and spread falsehoods. Ukraine’s
successful blocking of access to Russian social networks and other online
services has significantly reduced the Kremlin's toolkit for informational
influence [196]. Yet another part of the problem demands a separate
strategic solution: platforms like Telegram and TikTok remain key channels

136 | The White Book: Navigating the Russian Propaganda Minefield



for disinformation, operating under the influence of Russia and China
respectively, while their administrations refuse meaningful cooperation
or limit themselves to purely symbolic gestures in combating harmful
content [197].

The decision to block Russian internet platforms was driven not only by
their influence on public opinion in Ukraine but also by critical concerns
over cybersecurity and data protection. In 2014, Russia enacted the
so-called “anti-terrorist” legislative amendments, granting its security
services access to user data on Russian online resources without a court
order [198]. Two years later, in 2016, the Russian parliament adopted the
“Yarovaya Package”- a set of laws that expanded surveillance capabilities,
obliging internet providers to store not only technical data but also
the content of user communications [199]. At that time, millions of
Ukrainians — including military personnel - used Russian social networks,
messengers, and email services. Moreover, Russian intelligence controlled
not only social platforms but also widely used accounting and antivirus
products in Ukraine. Their presence, particularly in the public sector,
created opportunities for unauthorized access to sensitive information,
cyberattacks, and sabotage [200].

In May 2017, following a decision by the National Security and
Defense Council, enacted by a Presidential decree, internet providers were
prohibited from granting access to Russian social networks VKontakte
and Odnoklassniki, the search engine and other products of Yandex, the
Mail.ru email service, antivirus companies Kaspersky Lab and Dr.Web, the
distributor 1C, as well as major Russian TV channels and online media. In
2020, these sanctions were extended [201]. With the onset of the full-scale
invasion, the restrictions were expanded to cover virtually the entire .ru
domain zone.

By mid-June 2017, according to SimilarWeb, the audience of Russian
social networks and services in Ukraine had dropped by an average of
60%. At the same time, Facebook’s Ukrainian user base grew significantly
[202]. Critics of the ban predicted that a large portion of users would
continue accessing Russian services via VPN. Indeed, interest in VPN
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surged immediately after the restrictions were imposed, but within three
weeks, the intensity of VPN use for accessing Russian sites declined. By
June 2017, for the first time since such measurements began, none of
Ukraine’s five most-visited websites were Russian. Companies Yandex
and Mail.ru closed their offices in Ukraine [204].

The prohibition of Russian online services (and earlier, television
channels) was supported not only by the conclusions and warnings of
Ukrainian security agencies but also by the active stance of media and
expert communities. Fact-checking initiatives and educational materials
exposing Russian informational influence and highlighting the risks of
widespread reliance on Russian platforms added legitimacy to government
actions in the eyes of society [205].

Earlier efforts to counter Russian informational influence were largely
confined to instruments suited for peacetime. However, the intensifying
military threat and the surge of Russian propaganda targeting Ukraine in
2020-2022 compelled many actors on the disinformation front to rethink
their approaches. Idealistic notions - that Russian disinformation could be
defeated solely by spreading the truth without any restrictions — quickly
dissipated. While debates over the necessity of certain limitations and
bans have continued, most actors now agree that decisive measures
to counter hostile information attacks and neutralize Russian influence
tools are justified. International partners, who initially viewed Ukraine’s
decisions in 2015-2017 with caution, now actively support its fight against
Russian disinformation.
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«Can it be banned like VK?» - title card of a Suspilne TV news segment / screenshot
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By mid-2025, Ukraine’s anti-disinformation network has largely
taken shape. It remains dynamic and adaptive, with an expanding
circle of actors - state and military institutions, security services, civil
society organizations, media, and more. Over years of resisting Russian
informational aggression, Ukraine has gained unique experience and
expertise, albeit at a high cost.

The discussion about the threats posed by Telegram and TikTok
has shifted to a different dimension. The danger of disinformation
spreading on these platforms is undeniable, yet fully blocking them in
Ukraine is challenging. These services are not directly owned by Russian
companies, and they remain essential tools for communication and news
consumption for a large segment of Ukrainians. However, experience
and well-established vertical and horizontal connections among various
actors in this field enable the effective use of alternative instruments:
rapid and large-scale debunking, fact-checking, early warnings, and
disruption of Russian information operations. Effective resistance to
informational threats is possible only when the state and civil society
work together, complementing each other. It is precisely this synergy
that ensures resilience and the ability to counter disinformation in any
form.

Key Actors in Countering Disinformation
in Ukraine

State Structures

In wartime, state institutions are prime targets of informational attacks,
as Russia seeks to sow chaos and undermine Ukraine’s sovereignty.
Consequently, every level and branch of government faces the challenge
of disinformation and the need to counter it. For any public authority,
resilience to disinformation is not merely a matter of informational
hygiene - it is a question of national security.
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Government bodies and structures that play a pivotal role in detecting,
preventing, and neutralizing disinformation attacks, while coordinating
a systemic state response:

National Security and Defense Council of Ukraine - strategic
planning and coordination of information security policy.
Security Service of Ukraine - detection and neutralization of
informational threats, psychological operations, and bot farms.
Main Intelligence Directorate of the Ministry of Defense of
Ukraine - analysis of intelligence data, including Russian informa-
tion operations, and counteraction to psychological operations.
Ministry of Defense and the General Staff of the Armed Forces
of Ukraine - wartime communication and debunking of false
narratives.

Ministry of Digital Transformation - implementation of techno-
logical solutions for detecting and blocking disinformation, streng-
thening digital security.

Ministry of Foreign Affairs — diplomacy and combating false
narratives about Ukraine abroad.

National Council on Television and Radio Broadcasting - mon-
itoring of broadcasting and restricting media that disseminate
disinformation and Russian influence.

Specialized Structures Dedicated to Countering Disinformation
The creation of such entities represents a distinct success story in
Ukraine’s fight against Russian informational influence. These structures
have become focal points — centers of gravity for coordinating the efforts
of state institutions. They provide systematic analysis and proactive

responses to informational threats. Through their initiatives, information
security is being reimagined as a strategic policy of the state, balancing
operational adaptability with the cooperation of varied participants.

Center for Countering Disinformation (CCD) under the National
Security and Defense Council - monitoring, debunking false
narratives, and providing informational clarifications: cpd.gov.ua
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« Center for Strategic Communications and Information Security
(StratCom) - strategic messaging, narrative deconstruction, and
crisis communications: spravdi.gov.ua

The Center for Countering Disinformation (CCD) under the National
Security and Defense Council has become the key national coordinator in
combating Russian informational influence. It conducts round-the-clock
monitoring of the information space, identifies and debunks false narra-
tives, and promptly clarifies the official position of the state. The center
also contributes to shaping information security policy and proposes
strategic solutions to counter informational threats.

Operating under the Ministry of Culture and Information Policy (since
September 2024 - the Ministry of Culture and Strategic Communications),
the Center for Strategic Communications and Information Security (Strat-
Com) focuses on detecting and deconstructing hostile narratives, crafting
state messaging in response to information attacks, crisis response, and
systematic communication with the public and media. The center also
develops and implements training programs for civil servants, information
campaigns, and educational initiatives aimed at strengthening the overall
resilience of Ukrainian society.

Civil Society Initiatives

The network of organizations countering disinformation in Ukraine
continues to expand and adapt to new challenges. This section highlights
only several actors with established authority and significant visibility
across the information landscape. Their work is widely used by journalists,
experts, and state institutions.

« StopFake - debunking Russian propaganda and falsehoods
through fact-checking, analytics, monitoring, and dissemination
of materials across media and social networks: stopfake.org

« Detector Media - countering disinformation in Ukraine’s media
space. Recording, systematizing, and researching Russian fakes and
narratives; promoting media literacy and critical thinking among
Ukrainians through educational initiatives; and contributing to
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legislative efforts aimed at combating propaganda while safe-
guarding freedom of speech.: detector.media

«  Texty - research, systematization, and publication of data on
Russian disinformation; analysis of strategic informational threats;
and in-depth reporting aimed at uncovering Russian informa-
tion-psychological operations: texty.org.ua

«  VoxUkraine / VoxCheck - a fact-checking project of the in-
dependent analytical platform VoxUkraine, exposing Russian
propaganda both inside and outside Ukraine: voxukraine.org /
voxcheck.org

« Institute of Mass Information - countering Russian disinformation
through systematic monitoring, research, and analysis of strategic
informational threats; documenting facts (including genocidal
rhetoric); and publishing analytical materials alongside other
educational formats: imi.org.ua

« Internews Ukraine - developing and implementing systemic
strategies to counter Russian disinformation during wartime: crea-
ting counter-narratives, fact-checking tools, analytical materials,
guides, educational campaigns, and training programs for media
and citizens: internews.ua

Media

The intensification of Russian disinformation targeting Ukraine has
posed a serious challenge for Ukrainian media. The saturation of the
information space with Russian fakes and special operations demands
that journalists adhere strictly to professional standards, verify facts, and
actively debunk false reports and manipulations spread by Russia and its
agents of influence. Another mission embraced by the media is to enhance
media literacy, critical thinking, and resilience to Russian disinformation
among their audiences - readers, viewers, and listeners. Particularly
crucial is the role of local media operating within communities, closest
to the people. These outlets are often the first to detect disinformation
and deliver verified information to areas beyond the reach of national

142 | The White Book: Navigating the Russian Propaganda Minefield



media. Outlined below are the core functions of media within Ukraine’s
strategy to counter Russian disinformation:

Fact-Checking and Source Verification - Rapid identification and
verification of questionable reports, publications, and statements.
Debunking Fakes and Disinformation — [JokymeHTyBaHH=,
PO3BiHYaHHA Ta NOriYHe CNPOCTyBaHHA HeNpPaBAUBMX NOBILOM-
NeHb | BOPOXKUX iIHPpOpMaLiHNX BKNIIB

Swift Delivery of Accurate Information — Prompt publication
of verified facts to neutralize disinformation and ensure public
access to truth.

Analysis of Hostile Narratives - Tracking themes, messages, and
rhetorical constructs used by Russia, followed by explaining their
meaning and objectives.

Interaction with State Institutions — Sharing information with
official bodies to coordinate actions during crises and provide
timely updates to audiences.

Enhancing Media Literacy - Educating audiences on principles
of critical thinking and basic skills for recognizing fakes and mani-
pulations.

Building Trust in Reliable Sources - Systematic efforts to streng-
then the authority of independent journalism as a trustworthy
source of information during wartime.

Investigative Journalism and Analytics - In-depth research
into sources of disinformation, dissemination mechanisms, and
interested actors using professional journalistic methods of data
collection.

In addition to these core institutions, numerous actors contribute to
the operation of the system aimed at combating disinformation. Equally
important is the role of citizens - their willingness to consume and share

information responsibly, verify facts, consciously select sources, and invest
in self-development by cultivating critical thinking skills.
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Examples of Systemic Counteraction
to Russian Information Operations

Russia’s Attempts to Disrupt Arms Supplies to Ukraine. Support from
international partners has been — and remains - critical to Ukraine’s ability
to resist Russian aggression. If Russia had succeeded in using informational
influence to halt arms deliveries, it would have fundamentally altered the
course of the war. The arrival of multiple-launch rocket systems (including
HIMARS), air defense systems, armored vehicles, artillery shells, and other
essential weaponry directly affects the combat capability of Ukraine’s
defense forces and their ability to protect civilians.

Despite Russia’s systematic efforts to influence leaders and societies in
Western countries — and Ukraine itself (including attempts to convince them
that resistance was futile) — partners continued to approve the provision of
critical weapons: Leopard tanks, HIMARS, F-16 fighter jets, and long-range
missiles. In 2022-2024, the volume of assistance did not decrease; in some
cases, it even grew. The United States, Germany, France, the United Kingdom,
and other allies not only supplied new weapons but also developed long-
term programs and strategic support plans [206]. In key NATO countries,
political consensus persisted despite Russia’s information attacks. At the
same time, the pace and scale of deliveries were influenced by domestic
political factors: elections, budget priorities, and political debate [207].
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Russia conducted sustained information campaigns aimed at de-
motivating and intimidating Ukraine’s allies, while sowing doubts about

our country’s ability to effectively use the assistance provided. These
efforts targeted political leaders, expert communities, and public opinion
across the EU and North American states. To achieve this, Russia employed
traditional media, social networks, and pro-Russian politicians and com-
mentators [208]. Additionally, through diplomatic channels and informal
negotiations, Russia sought to create divisions among allies regarding
continued support for Ukraine. In some cases, anonymous Telegram
channels were used - primarily to influence Ukrainian society, fueling
distrust and skepticism toward foreign partners.

Russia’s core narratives revolved around allegations that weapons
sent to Ukraine were leaking onto the black market and that a significant
portion of aid was being siphoned off. Russian propaganda stressed that
Western involvement — marked, in Moscow’s eyes, by arms deliveries to
Ukraine - risked triggering an escalation that could spiral into a third world
war. Alongside this, it amplified themes portraying Ukraine as ungrateful,

its army and authorities as corrupt, and the war itself as futile, insisting on
the need for swift negotiations to achieve “peace” [209].

Effective resistance to this campaign involved more than fact verifi-
cation - it required a systematic breakdown of Russian messaging. This
involved identifying target audiences and engaging them through all
available channels: media, social networks, diplomacy, and public state-
ments. Systematic detection of influence agents, analysis of information
networks, and investigation of fake dissemination - including via bot
farms — were essential. A critical factor was the resilience of Ukrainian soci-
ety, strengthened through media literacy, clear explanations of complex
foreign policy processes, and active involvement of experts, including
military professionals.

The response to the campaign was multi-layered. Counter-narratives

were developed emphasizing transparency in weapons accounting, their
effective use, and the importance of Ukraine’s resistance for the security
of all of Europe. These narratives demonstrated that assistance was
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monitored and utilized effectively [210]. The President, other officials, and
diplomats consistently voiced these messages, reinforcing partner trust
and strengthening Ukraine’s position on the international stage [211].

Analytical studies of hostile narratives and systematic fact-checking
formed the foundation for shaping and adjusting political messaging,
providing authorities with objective information and strong arguments.
Ukraine shared these findings with foreign partners, conducted joint
research on disinformation, and presented compelling evidence to debunk
false claims.

The results of using partner-supplied weapons - and the futility of the
“red lines”Russia repeatedly declared regarding Western aid to Ukraine -
became the strongest proof of the necessity for continued support [211].

The combination of counter-narratives, a consistent political stance,
systematic expert work, and broad media coverage ensured effective
resistance to information attacks aimed at halting the supply of modern
weaponry essential for defending Ukraine’s sovereignty.

The Use of Artificial Intelligence in Disinformation.

The accessibility of generative Al has elevated disinformation to an
entirely new level. The spread of disinformation after Al's mass adoption
feels like a flood following a faint drizzle. A tool has emerged that enables
the rapid, large-scale creation of convincing fake content - texts, images,
videos, and audio. Artificial intelligence is now employed in extensive
and prolonged influence operations.

Moreover, Al systems have begun to be trained on distorted or entirely
false data. This creates a self-reinforcing ecosystem: fakes circulate through
search engines, infiltrate social media and news feeds, and over time
become perceived as part of the general informational background [212].

All of this has made detecting false information significantly more
difficult, especially for the average consumer. People find it increasingly
difficult to discern reality within the information space, forced to spend
more time and effort verifying whether what they encounter is genuine
or fabricated.
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It is not simply a technological novelty; it marks a fundamental shift
in how information operations function, with velocity and magnitude
becoming critical. The threat grows as Al advances faster than defensive
tools can be built, and regulatory measures remain behind the curve of
innovation.

Russian intelligence services employ Al to automate the creation

of texts, visual materials, and videos that mimic authentic statements
by politicians, military officials, or reputable media outlets [213]. These
materials quickly infiltrate social networks and messaging platforms,
spreading through bot networks and targeted advertising. Special
attention is given to TikTok and Instagram — platforms with algorithm-
driven feeds that allow artificial amplification of desired narratives [214].

Fake websites are created to replicate the appearance of well-known
media outlets, publishing Al-generated fabricated news with anti-Ukrainian
or anti-Western content. These resources often have minimal real audience
reach but are well indexed by search engines. Al also assists in generating
message variations to evade blocking. This approach enables systematic
influence on audiences, aiming to discredit Ukrainian authorities, deepen
divisions, provoke societal fragmentation, weaken foreign public support
for Ukraine, and disrupt mobilization efforts.
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Fake content is disseminated not only by bots but also by real indi-
viduals with large followings - pro-Russian bloggers, analysts, journalists,
and other influence agents [215]. Russia increasingly leverages Al for
disinformation and continues to expand the range of domains where
itis applied.

To effectively combat disinformation powered by Al, Ukraine must
accelerate its response, allocate greater resources, and deepen coordi-

nation with international partners. Al can serve as a safeguard, powering
systems that track recurring messages suggestive of organized efforts
and tools that expose fake material.

Ukrainian actors in the fight against disinformation are developing
and publishing analytical materials explaining how Al technologies are
used to create fakes and how to recognize them [216]. Fact-checking
initiatives, independent journalists, and analysts conduct investigations
that uncover examples of Al-driven disinformation. These cases not only
reveal techniques deployed against Ukraine and the West but also expose
vulnerabilities. A portion of the audience trusts Al-generated content [217],
which is why Ukraine places strong emphasis on enhancing media literacy
and critical thinking among citizens [218].

Officials — such as representatives of the Center for Countering
Disinformation under the National Security and Defense Council - along
with experts and opinion leaders regularly highlight emerging disinforma-
tion challenges. Analytical centers employ Al to monitor the information
space and respond swiftly to new waves of fakes, sharing collected data
promptly with state authorities and foreign partners for coordinated action.

The media community is actively discussing standards for using Al
technologies in journalism, aiming to improve real-time disinformation
countermeasures.

This comprehensive approach — combining analytics, public education,
political support, Al-based counter-tools, and international cooperation —
helps Ukraine not only adapt to a new reality but also stay ahead of the
curve, anticipate technological developments, and prepare long-term
strategies for informational resilience.
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Unresolved Challenges in Countering
Disinformation

Ukraine’s fight against Russian information warfare illustrates that this
is not a task for one sector alone but a shared obligation. What began as
sporadic responses has matured into a systemic approach anchored in
strategic foresight and an understanding of the scale of danger. In this
architecture, each element contributes: the state ensures strategic
direction, diplomacy, governance, and intelligence; civil society provides
analytical depth; and media expose disinformation, react promptly to
fakes, and sustain an environment of credible reporting.

The war has temporarily removed some obstacles to this interaction,
such as insufficient coordination, the closed nature of state institutions
(partly justified during wartime), and the critical stance of media and
expert communities toward the authorities. All parties are committed
to effective disinformation counteraction, yet the state often prioritizes
security and stability, civil organizations emphasize transparency and
trust, and media focus on speed and audience needs. These priority gaps
may translate into divergent opinions on how tactics should be applied.

Itis clear that Ukraine will have to fight Russian informational influence
for a long time. Therefore, all actors in this sphere must maintain an
ongoing dialogue to develop best practices. Such synergy should become
permanent and extend beyond countering Russia’s armed aggression,
as the challenges we face now are unlikely to disappear with the end of
active hostilities.

Other issues remain. One is the objective assessment of the effective-
ness of disinformation counteraction. Counting detected hostile fakes or
messages is not enough. We must also address “homework” - analyzing
our own actions and developing publicly accessible crisis protocols based
on the most successful cases. Evaluation of effectiveness should become
a permanent structural element of disinformation resistance.

Another gap is the lack of a legal definition of disinformation - it is
still absent from Ukrainian legislation [219]. This makes it difficult to hold
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systematic disseminators accountable and to deploy all necessary tools
for effectively neutralizing hostile influence.

Yet despite these challenges, Ukraine is mounting a worthy defense
in the information space. The Ukrainian state, society, experts, and media
have acquired unique skills and are becoming exporters of experience
in repelling Russian aggression across various domains, including the
informational sphere.
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VIIl. Challenges in Combating
Disinformation

“Who controls the past, ran the Party slogan, ‘controls the
future: who controls the present controls the past.

It was quite simple. All that was needed was an unending
series of victories over your own memory. ‘Reality control; they
called it: in Newspeak, ‘doublethink’”

- George Orwell, 1984

George Orwell’s dystopian novel 1984 has long served as a reservoir of
metaphors for describing practices of disinformation and the manipulation
of human consciousness.

Modern Russia has mastered these practices with remarkable success.
Consider this: not so long ago, most Russians regarded friendly and
familial ties with Ukrainians as natural, maintaining a sense of continuity
between the two nations - albeit through a lens quite different from
that of Ukrainians themselves. Today, those same Russians endorse a
war against Ukraine [220], sincerely believe Ukrainians to be “Nazis,”and
even rejoice at missile strikes on Ukrainian cities [221].

This dramatic shift in perception did not occur spontaneously. It is the
outcome of prolonged, systematic conditioning of public consciousness.
For centuries, Russians saw themselves as the “elder brothers,” yet fifteen
or twenty years ago, the notion of waging open armed aggression against
Ukraine was inconceivable. They could not imagine Ukrainians being killed
and tortured, their homes, schools, kindergartens, and hospitals reduced
to rubble, nor that tens of thousands of Russians would sign military con-
tracts to take part in such atrocities. And society, in turn, would embrace
propagandist narratives such as: “Ukrainians are shelling themselve,; “We
never attacked anyone’; and “Ukraine was planning to invade Russia”
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Russia has already demonstrated the effectiveness of disinformation
and mind-manipulation techniques aimed at its domestic audience in
the absence of systemic resistance. The Kremlin did not merely lie; it
engineered an alternative reality for Russians.

Today, we are witnessing the dawn of a new era in the realm of
disinformation — an era marked by unprecedented scale, velocity, and
technological sophistication. Emerging digital tools unlock possibilities
for manipulation that transcend borders, languages, and platforms. The
information space has become global, and the deliberate shaping of
millions of minds has turned into a mass phenomenon.

The rise of artificial intelligence introduces a new dimension of informa-
tional aggression. This is no longer just about disinformation campaigns
or influence operations. Any authoritarian regime — not only Russia - now
possesses the capability, if not to dismantle reality entirely for targeted
audiences anywhere in the world, then at least to fragment it. This means
that different social strata, different groups, may find themselves trapped
in parallel informational realities — confused, disoriented, stripped of
trust in sources, and ultimately deprived of any coherent understanding
of truth itself.

In this new reality, the goal of disinformation is no longer mere
persuasion — it is the rewriting of the very matrix within which human
existence unfolds. A crucial factor here is humanity’s innate tendency
to believe not in proven facts, but in assertions they want to believe.
In psychology, this phenomenon is known as confirmation bias: the
inclination to accept only information that aligns with one’s beliefs
while disregarding anything that contradicts them [222]. This trait makes
individuals profoundly vulnerable.

The growing emphasis on reshaping perceptions of reality has become
the first strategic challenge for those seeking to counter disinformation.
This alone is enough to destabilize societies, ignite conflicts, and influence
electoral outcomes. Russian practices in this domain can — and likely
will — be replicated by other authoritarian regimes.
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Another challenge lies in the very nature of Russia’s current power
structure. Disinformation has become the cornerstone of both its domestic
and foreign policy. In essence, Russia has institutionalized disinformation.

In the Soviet Union - the predecessor state to today’s Russian
Federation - propaganda served to secure the Communist Party’s grip
on power, while external expansion was justified through ideological
motives. The USSR sought to export communist ideology as a global
mission. Putin’s Russia, by contrast, is officially devoid of ideological
boundaries, though it exploits Soviet, imperial, and nationalist ideas
when convenient. Its propaganda is aimed squarely at pragmatic objec-
tives. It is flexible, adaptive, and capable of shifting both domestic and
foreign narratives with ease. Meanwhile, society is prepared to believe
anything - even if yesterday it believed the opposite.

Thus, the primary threat is not merely the spread of Russian falsehoods,
messages, and narratives, but the existence of an entire state that thinks
in manipulations, elevates disinformation to the level of an “absolute
weapon,” and relentlessly refines it. Russia operates under the principle
that“everything is permitted,” unconstrained by ethical or legal norms. Its
foreign policy goal remains a geopolitical revanche for the Soviet Union's
defeat. Such a Russia, for as long as it exists, will pose a threat to all its
neighbors - including Western democracies.

Anotherimmense challenge lies in the (in)ability of democratic states
to counter Russia’s total disinformation warfare. How can we strike a
balance between freedom of speech and the need to defend against
manipulation? Should the freedom of speech of democracy’s enemies
be curtailed? Where is the line between an “alternative opinion”and an
information attack? How do we counter the weaponization of techno-
logical innovation in disinformation? These questions demand urgent,
collective answers. The democratic world must find a way to shield itself
from the abuse of free speech in the age of information warfare.

Against the backdrop of a radical transformation of the information
environment and relentless disinformation pressure, another challenge
emerges: humanity’s adaptation to these new circumstances. Russia is
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waging not merely an information war, but a cognitive war — a war for
the very architecture of thought [223]. Increasingly, this war combines the
spread of falsehoods with the deliberate oversaturation of consciousness
through a flood of informational messages. The use of artificial intelligence,
which creates an illusion of authenticity, erodes the human ability to
distinguish truth from fabrication. Disinformation is no longer a single
act of deceit or even a campaign; it has become a permanent element
of the information field. For those accustomed to accepting what seems
“self-evident,” this poses a formidable challenge. Addressing it requires
more than critical thinking, fact-checking, or media literacy. Under certain
conditions — when the information space is flooded with false and toxic
content — critical thinking loses its effectiveness. Furthermore, it is a
resource-intensive process, and even experienced professionals engaged
in countering disinformation can deplete their cognitive reserves.

We are confronted with an environment where the volume of infor-
mation surpasses our cognitive ability to extract meaning. Disinformation
succeeds not through persuasion, but because the mind becomes
exhausted from trying to filter it.

Tackling these strategic challenges demands a systemic transition
toward new interpretive paradigms. Until now, disinformation was
viewed merely as lies, distortions, or manipulative fragments of truth,
with fact-checking and debunking as the primary defenses. Moving
forward, the focus must shift to cultivating interpretive competence - the
ability to discern the frames shaping information, identify manipulative
contexts, and critically engage with meaning. To perceive not only what
is said, but how, why, and for what purpose it is conveyed.

Modern falsification transcends mere distortion of facts, targeting
sources through Al-generated clones, deepfakes, bot swarms, and
algorithmic manipulation that mimic mass approval of disinformation.
Interpretation must begin before acceptance - probing how each
message seeks to shape thought and action.

Currently, these skills reside in the toolkit of disinformation experts,
information security specialists, journalists, and researchers. They must
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become widespread. This behavioral shift is a prerequisite for safe existence
in the modern world. It offers a chance to avoid becoming an object of
manipulation - and to resist being drawn into someone else’s informational
matrix, particularly Russia’s.

VIII. Challenges in Combating Disinformation | 157



References

220. “Residents of Russia Support the War but Want It to End, Favor Negotiations but Oppose
Ceasefire,” RBC-Ukraine, June 3, 2025. URL: https://www.rbc.ua/rus/news/zhiteli-rosiyi-
viynu-ale-hochut-yiyi-zakinchennya-1748930395.html

221. “Propaganda Works: Captured Occupant Calls Ukrainians ‘Civilized Nazis’ — Video,”
5 Channel, August 9, 2023. URL: https://www.5.ua/dv/tresh/311323

222. “What Needed to Be Proven’: The Phenomenon of Confirmation Bias,” Detector Media,
January 29, 2020. URL: https://detector.media/infospace/article/174295/2020-01-
29-shcho-y-potribno-bulo-dovesty-fenomen-pidtverdzhuvalnogo-uperedzhennya/

223. “Your Brain Under Fire: The Ukrainian Dimension of Cognitive Warfare,” DeepStateUA,
March 12, 2024. URL: https://deepstateua.com/koghnitivni-viini-ukrayinskii-vimir/

158 | The White Book: Navigating the Russian Propaganda Minefield






Popular science publication

The White Book

Navigating the Russian
Propaganda Minefield

Author: Media Center Ukraine

This publication was produced with
the financial support of the European Union.
Its contents are the sole responsibility of
Media Center Ukraine and do not necessarily
reflect the views of the European Union

MOVING FORWARD

TOGETHER

4 THIS PROJECT IS FUNDED BY THE EUROPEAN UNION




